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SA6NAC INTERFEROMETER BASED SECURE COMMUNICATION SYSTEM 

Technical Field 

This invention relates to the field of secure 
communication and the protection of valuable data. More 
particularly this invention involves secure fiber optic 
communication systems that have application, to point to point 
communication links and the support of secure communication 
networks . 


10 


Background Art 

Currently, cryptographic techniques are used to 
secure data during transmission electronically where the 
entire communication system is not physically secure. These 
techniques often involve complex keys and key holders to 
assure security, driving up the overall operating cost of this 
15 type of system. The most secure of the cryptographic units 
that are affordable, are limited in speed, running at a 
maximum data throughput of approximately 50 x 10 6 bits /sec. 
(50 MBPS) . This limitation is brought on because of computer 
overhead required by cryptographic techniques. To circumvent 
20 some of these problems Hughes Aircraft Co. has developed a 
secure fiber optic communication system that is based on the 
protection- afforded by a guard mode.- " The guard mode carries 
a large amount of optical energy protecting a data carrying 
mode that ' has a' relatively " small amount of optical ..energy . 
25 When an intrusion is attempted, the light from the guard mode 
leaks> but, an alarm trips, and the system shuts down. The 
Hughes system uses a costly special optical fiber to preserve 
the integrity, of the alarm and data carrying modes. it is 
currently limited to operation at 13 MBPS over a maximum 
distance of 1.5 km. Also because of difficulties associated 
with mode integrity, the Hughes system is very difficult to 
implement where connectors must be used. 

More recently, the Sagnac interferometer has been 
suggested as a means to support data communications using 
35 Faraday rotation (A Pseudo-Reciprocal Fiber-Optic Faraday 
Rotation Sensor: current Measurements and Data Communication 
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Applications , by P. Akhavan Leilabady, A. P. Wayte, M. 
Berwick, J. D. Jones, and D. A* Jackson, Optics 

Communications, Volume^S9, "Number 3, page 173-176, September, 
1, 1986). This system uses twisted single mode optical fiber 
5 to reduce birefringence effects. However, it relies on 
toroidal current to generate magnetic fields and can be 
expected to ! operate at very low speeds of less than 1 MBPS. 
This system may also be susceptible to noise induced by stray 
magnetic fields, as one of its primary purposes is to measure 

10 current via -the magnetic field induced ' Faraday effect. 

Secure data communication links are needed that 
operate at high : speed for everyday- business, as well as 
government use. 1 Banks transfer huge amounts of money by 
electronic means, usually computer to computer. They need 

15 1 means to assure that someone cannot intercept the data stream 
to change the recipient : of the funds, change the amount 
transferred, or gain knowledge of who is transferring money 
where and to whom; ; Lawyers, accountants and securities 

( ' brokers have*' n^ed 'for absolute security in their corporate 

2 0 merger, acquisition, buy-out "and investment work to assure that 

" advance : infoihmat ion cannot be acquired by others before public 
- : notice, -' since acquisition of " 'such information by an 
unscrupulous individual can result in fortunes being made or 
lost and ■liability to r/ the lawyer , - accountant or broker. Many 
25 businesses have* proprietary information,- such as financial 
data,' costs, advanced' product data that must be transferred 
■ ' -electronically, r where ' access by unauthorized people could 
result in ruin. ' Few, if any, persons outside of government 
can afford the slow, computer intensive, dedicated secure 

3 0 communication systems heretofore available. Therefore, there 

has been a need to provide economical secure data 
communication systems that can use existing fiber optic cables 
for high rate data transfer without resorting to encryption. 

summary of the invention * 
35 Disclosed herein is a communication system including 

a Sagnac interferometer producing an interf erometric output 
and having: a Sagnac loop; a light source that produces 
counter propagating light" beams on said Sagnac loop; an 
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optical phase modulator remote from said light source and in 
said Sagnac loop for impressing: information on said counter 
propagating light beams so jr: that .said . information appears in 
said interf erometric output; ,.and. an output light detector 
5 connected to receive said interf erometric ; output and to 
produce therefrom an output signal representative of said 
information. f . r . 

Disclosure of Invention 
The present invention is, an, economical secure fiber 

10. optic communication system f or. ; /the. : /transmission of data 
signals at high data rates that can be used with the existing, 
unprotected, fiber optic, cables .commonly used for non secure 
communication.. Once data is placed in the ..communication 
systems of /the present invention, . for all intents v and 

15 purposes, it can not be extracted .except by ^n authorized 
user, nor can someone surreptitiously corrupt the communicated 
data-. The present, communication systems are based on a Sagnac 
interferometer and the , secure .^communication is. accomplished 
on the . legs of, a Sagnac, loop,. The^b^sic system includes 

2 0. transmitter and, receive^ -portions. The .receiver, portion 
includes a light -source that, prefer ably.- produces, a spectrally 
. broadband , beam of light. ... If polariz^ion . preserving optical 
fiber is not .used in the.. Sagnac, loop, x the flight ^ beam has its 
polarization ..scrambled pr;ior . tt to, u being, f ^4 .to a, central 

25 beamsplitter to prevent p^o^l ems associated. with polarization 
changes; in. the. light .beam,.- The .scrambled light beam is split 
into two beams, , .which for convenience are called clockwise 
(cw) and counterclockwise . (ccw) . beams hereafter,, by the 
central beamsplitter for . travel .in opposite directions around 

30 the fiber optic Sagnac, loop. 

The transmitter portion of. the system includes a 
phase modulator offset from the center of the loop, the center 
being defined as the point on the loop optically equidistant 
on both legs from the central beamsplitter. The input data 

35 stream to be communicated is input to the phase modulator in 
a format suitable for/ transmission, but there is no 
requirement for encryption. The phase modulator introduces 
a phase shift in the counter, propagating beams which carries 
the input data . The two beams travel about the remainder of 
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the Sagnac loop and are combined at the central beamsplitter 
into a beam which is transmitted to a detector* 

When the two 1 light beams combine, they interfere 
with each other. If thW two light beams are 18 0° out of phase 
5 when they reach the central beamsplitter, all of the light 
therein is directed : ' toward the output detector and if they are 
in phase all the light is directed back to the light source. 
This converts the phase differences into amplitude modulations 
in the light signal that are sensed by the detector, which 
io produces an electrical output signal representative of the 
input data stream J . - . ■ 

7 A 1 number of ' approaches may be employed to f ormat the 
input data for transmission on the Sagnac secure- fiber optic 
communication system. 1 ~ The data may be "bursted" into the 
15 system, the Sagnac interferometer ' s natural differentiation 
may be used, or various time and/or frequency multiplex 
methods may be employed. 

The system has several intrinsic security features. 
Since the light source is on^ continuously , an intruder tapping 

2 0 light from the system would see what looked like a defective 
' link. Since the information is carried' in phase rather than 

' amplitude, the' signal' is riding on the frequency of the light 
beam. This then implies that along with constructing a tap 
that takes ^ so ' few 1 ' photons, they are not missed, an 
25 interferometer with* tile same physical length (to within 
nanometers) as* the system- must r be built * to beat down the 
carrier f reiquency to detectable u levels ^ There are several 
modifications to the basic system to make this increasingly 
4 difficult, such as providing a' random path length generator 

3 0 in the loop that might provide a change in pathlength from 

millimeters to kilometers and do so at intervals less than a 
millisecond. Other protiective features that can be built into 
the basic System iriclude light level detection alarms that 
increase the difficulty of an intrusion, alarms that use 
3 5 coherent detection methods as well as use of a distributed 
alarm system that allows the localization of -a potential 
intruder, or the usage" of a low coherence light source such 
cis a light emitting diode or fiber laser. Further 
complicating matters are Environmental effects which, to first 
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order, are canceled out in,^the Sagnac secure fiber optic 
communication system but ; car^,. couple directly into some 
prospective interf erometric. f taps . It is also possible to 
configure the Sagnac loop so that its legs are not collocated, 
5 making tapping, of both much more difficult. 

While the security features of the . present secure 
communication system are substantial, the Sagnac loop type of 
secure fiber optic communication ..systems. ,can be used with 
commercial optical cables to, operate over yery long distances, 
10 and is economical to configure for ..building to building 
communications within a local, complex, .such as between bank 
offices and. the , bank ^s financial computer* . r . 

Therefore, it is a desire of the present invention 
r ..to provide an, extremely secure, communication system that can 
15 use existing optical cable runs.,, r , ... r . 

Another desire of the . invention is ^o provide a 
., .. secure communication system . that will operate at high speeds 
(many ,GBPS are. possible)...... as. veil , as, slow and moderate 

communication rates., .- ■ . :,tlri: 

2 0 Another desire is to, provide r a secure communication 

system . .that is ( ; - highly .. resistant; to.,, noise induced by 
electromagnetic effects. * r . *...;. ; 

Another desire is ta provide, a secure communication 
system for; both digital and analog data. c 

25 . Another desire . of -the invention. ..is. , to enable the 

detection ^ of . * an intrusion , <[? attempt ,, , on, an. f iber optic 
communication system.., ■*•*...' 

Another desire is to, allow the determination of the 
location, of, an intruder on an fiber optic communication 

30 system. . . 

Another desire is to provide economic secure 
. . - communication over very long distances, without the requirement 
for. physically secured repeaters . 

Another desire is to provide, secure fiber optic 

35 networks. 

These and other desires and advantages of the 
present invention will become apparent to those skilled in the 
art after considering the., following detailed specification 
including the drawings wherein: 
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Brief Description of Drawings 

Figure 1 is a* schematic presentation of a Sagnac 
interferometer based seciiie fiber optic communication system; 

Figures 2Ay J ; 2B; 2C arid 2D are timing diagrams 
5 illustrating the effect of bursting data onto the Sagnac 
interferometer system of Figure 1 for high speed transmission; 

Figures 3A, 3B, and 3C show various sawtooth input 
waveforms that may be used to drive the system of Figure 1 
that result in stjuare wave outputs through the differentiation 
10 action of the Sagnac interferometer; 

Figure' 4 is a schematic diagram of a modified secure 
communicatibh' system similar to that shown in Figure 1, 
employing a random pathlength generator in the Sagnac loop to 
enhance security; 
15 Figure 5 is a schematic diagram of the Sagnac secure 

communication system of Figure l, modified to have dual alarm 
taps placed in front of the phase modulator to monitor light 
levels ih the' Salgnaa loop and enhance security; 
: " : * " " F i iguire 6' is a schematic -diagram of the Sagnac secure 

20 communication- system of ^Figure -1 , modified to have a single 
- 1 tap alaifm system- with ■light level -ratio detection to enhance 
security; ; : > j . ,/a.i 

- Figure -7 is- a schematic diagram of the Sagnac secure 
coimuriicatioh. system " of Figure l, modif ied- to have a series 
25 of spectral taps- to -monitor : - portibns of ^he light source 
spectrum' circulating ; in the Sagnac loop; for improved security; 
.:: . Figure 8 is -a schematic diagram of the Sagnac secure 

communication- system of Figure^ i~> modified to have a 
dispersive tap in combination with a charge coupled device 
— 30 array to monitor the spectral content of the light circulating 
through the Sagnac loop; ^ - 

Figure 9' is a schematic diagram of the Sagnac secure 
communication system of Figure 1, modified to have a coherent 
alarm system to enhance security; 
35 Figure 10 is a schematic diagram of a wavelength 

division multiplexed form of the present Sagnac secure 
communication' system that allows full dupiex operation over 
two optical fibers; " : 
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Figure 11 is a schematic diagram of a Sagnac secure 
communication system . jus ing,. :? inr line optical amplifiers to 
extend its communication .distance without requiring secure 
repeaters ;. 

5 Figure 12 is . a schematic diagram of a Sagnac secure 

fiber optic communication network . . supported on a single 
optical fiber loop.; . _ ... 

Figure. 13A is a schematic diagram of a basic 
wavelength division , multiplexed ?ag^ap distributed sensor 
10 useful in securing . communication systems; 

Figure 13B is . a graph pf, response vs .. position for 
the system of Figure 13A; . - 

Figure 14 is a schematic diagram, of a modified 
wavelength, division multiplexed Sagnac distributed sensor 
,15 using 3 by 3. couplers to proyi.de a passive bias: to optimize 
. sensitivity; . f: t c : - > - • ; 

Figure 15 , is ; a ..schematic^ diagram of the modified 
wavelength division multiplexed Sagnac distributed sensor of 
, , fsi . Figure 14 combined .with the ; Sagnac ^Ipop ; of the 
20 system of . Figure r : l#v. modified;; with -optical ^amplifiers for 
communication over large distances; ....... 

....... . ( . , r .. ; - Ti Figure t 16 is . a - schematic; diagram of another 

conf igurationyusing the f system of .Figure 1,4 to form a secure 
.full, duplex fiber optic : coiwnunication system; . .. 
: 25 ; ^ Figure 17 .. is , a block * diagram r /iQf the support 

electronics, , cprnmunicaJtion; clinks,.* and interfaces for the 
secure full t duplex fiber optic- communication system of Figure 

16; : • * . • . 

Figure 18 is . a schematic diagram of a. full duplex 

3 0 secure communication system using a wavelength division 

multiplexed : Sagnac ; distributed sensor with optimized 

acoustically sensitive fiber coatings to support an alarm; 

Figure 19 is a schematic diagram of a full duplex 

secure fiber optic communication system using offset fiber 

.35 optic coils with a wavelength division multiplexed Sagnac 

distributed . sensor to. optimize : sensitivity to environmental 

effects that happen to the fibers ,at the same location along 

the secure link; 
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Figure 2 0 is a schematic diagram of a passively 
biased wavelength division multiplexed Sagnac distributed 
alarm supporting a Sagnac secure fiber optic communication 

system; *• • 

5 Figure 21 is a schematic diagram of a basic 

wavelength division multiplexed Sagnac distributed sensor 
using dynamic biasing provided- by an oscillating phase 
modulator in the Sagnac loop; and' 

Figure 22 is ""a schematic diagram of ari implementation of 
10 the dynamically biased wavelength division multiplexed Sagnac 
distributed sensor to act as an alarm system for the Sagnac 
secure fibei" optic communication system. 

Best Modes for Carrying Out the Invention 

Referring to the drawings more particularly by reference 
15 numbers/ number 30 in Figure i refers to a basic secure fiber 
optic communication system based on a Sagnac interferometer. 
The system 3 0 includes ^ a receiver portion 32 and a transmitter 
Portion 34. ■ The Receiver portion -32 includes a light source 
' 1 3 6 such as a light emitting -diode, a fiber laser or a laser 

' 20 diode that produces a "spectrally- broadband beam 38 of light. 
The beam 38 xhay have- "a- ^preferred - polarization state . To 
' prevent 'problems associated with polarization changes in the 
light beam' ^38;--%it —is- propagated r through a polarization 
scrambler 4 0 positioned in one arm 7 42 of a central 
25 beamsplitter 44 ; TH^ scrambler or depolarizer 40 scrambles 
the polarization of the beam 3 8 to allow the system 30 to be 
constructed from low co£t, conventional, telecommunications 
grade, single mode optical fiber. If polarization preserving 
fiber is used 'in the system 30, then the polarization 
3 0 scrambler 40 is not needed. ^ ; : > 

The polarization scrambler 4 0 may be a Lyot depolarizer 
consisting of two lengths 48 and 50 of polarization preserving 
* birefringent fiber. Although some polarization preserving 
birefringent fiber has other than an elliptical cross-section, 
3 5 when elliptical cross-seiction, polarization preserving 
birefringent fiber is used, the major axes thereof are spliced 
at 45° with respect to each other to form" the Lyot 
depolarizer. As a specific example, if the light source 3 6 
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is a light emitting diode . operating at 1.3 microns wavelength 
with a spectral half width r of 40 nanometers and Fujikura 
polarization preserving birefringent fibers are used, the 
lengths, of the fibers 48 and 50 employed for polarization 
5 scrambling, to within a few percent, are .5 meters and one 
meter respectively. Generally it is much more economical to 
manufacture and install such a fiber depolarizer 40 than to 
use polarization preserving fiber throughout the system 30. 

The scrambled beam 46 is split into a clockwise beam 52 
10 and a counterclockwise beam 54 by l^he central, beamsplitter 44 
so that the beams 52 and . 54 . travel in opposite directions 
around a fiber optic Sagnac loop 56. 

The transmitter portion 34 of the system 30 includes a 
. phase, modulator 58 offset from, the center 60 of the loop 56 
15 . by a distance 62., The phase modul at 5.8 jnay b^.an integrated 
. _ optic or. electro-optic, J>hase . shifter, ^.^..iri^egrated .optic 
.. - phase shifter offers, very , high speed operation in a small , low 
powered configuration whereas .e^ectpropti^ phase shifters may 
be available, at lower .cost.- ; ; An input data stream 64 is input 
. 20 to the phase modulator 58,. . If, ; tjie ; input data stream 64- is not 
in the proper f fonQ for , application, to the phase modulator 58, 
the data stream 64 is passed, .through a.phase. modulator data 
formatter . 6 6, and converted i?V!r 0 a P^ se m P d ^ at !? r input signal 
67 that is in .the proper. . f orm.. The p^se^ modulator 58 
25 receives .beams 52. and 54 .and introduces a pjia^^ sliift therein 
to. .produce, phase shifted fV be^ms 68 and 70 f rom be^ms 52 and 54 
respectively. The information. from the input data stream 64 
.is carried in the phase shift between the two beams 68 and 70. 
The beam 7 0 passes thrpugh another polarization , scrambler 71 
3 0 which is used to remove any polarization preference induced 
by the phase, modulator 58 and to reduce possible magnetic 
coupling effects as discussed in Cahill, et al., U.S. Patent 
4,712,306. Polarization scramblers also can be positioned on 
both sides of the phase, modulator ,58. . The . two beams 68 and 
35 70 travel about the remainder of the Sagnac loop 56 and 
-combine at the central beamsplitter 44 into beam 72 which is 
transmitted on another arm 74 . of the beamsplitter 44 to a 
. , detector 76.. . ..... 
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When the two light beams 68 and 70 have circulated about 
the Sagnac loop 56 and have returned to the central fiber 
optic beamsplitter 44 / they interfere with each other. If the 
two beams 70 and 68 ~ are in phase, they recombine on the 
5 central beamsplitter 4*4 and all of the light is directed 
toward the light source 36. If the two light beams 68 and 70 
are 18 0° out of phase, all of the light in the beams 68 and 
7 0 is directed toward the output detector 76. In this way, 
the phase modulated input' to the counter propagating light 
10 beams 68 and 70 is converted into amplitude modulations in the 
light beam 72 that falls oh the detector 76. It should be 
noted that a small amount of amplitude modulated light could 
be reflected back into "the system 3 0 compromising security. 
To avoid this, the ends 80 and 82 of the fiber arms 42 and 74 
15 terminating' at the light source 36 and detector- 76 can be 
configured to minimize' back reflections using such' techniques 
as einti reflection coatings or angled surfaces. 

Alternatively, ' the two lengths of fiber in the arms 42 
and 74 can be approximately T matched. The criteria for 
20' effective hatching' l ? s that the mismatch should have an optical 
delay that iW small compared to the inverse characteristic 
* transmission frequency. As an example, if ; the system 30 is 
transmitting at 100 megabytes per second rate, each byte has 
an effective optical path length through the fiber of about 
25 two metefk. Any mismatch' in the two lengths of fiber in the 
arms 42 and 74,' should not be more than a small fraction of 
this, i.e. 4 10 cent iirieter£ : would be adequate for good signal 
suppression. Also, f or this * method of preventing non-secure 
data transmissions to be effective, the ends 80 and 82 of the 
30 f ibers 42 and 74 terminating £tt the light ' source 3 6 and the 
detector 7 6 should have approximately the same level of back 
reflection. ... 

After the light beam 72 hits* the detector 76, the 
detector 76 produces an electrical output 90 to a data 
35 reformatter 92 which reconstructs the output data stream 94 
to match the input data stream 64. 

To enter the data stream 64 onto the Sagnac secure fiber 
optic communication system '30, a number of approaches may be 
employed. Figures 2 A, °2B, 2C and 2D illustrate an approach 
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based, on "bursting" data.ontq the system 30. In this case, 
the input serial data stream 64 is divided into packets of 
data as shown in Figure 2 A by. the data formatter 66 into input 
67. The packets are . arranged in length so that a packet 96 
5 may be transmitted to the phase modulator 58 in a time that 
is less than (Ln)/c where L is. twice the length 62 of fiber 
in the Sagnac loop 56 between .the phase modulator 58 and its 
center 60 as is 'shown in Figure l, c ^.s the. speed of light in 
vacuum and n is the index of 'refraction of the optical fiber 
. 1.0-. used in the loop 56. . Note that fpr the system 3 0 to operate, 
the phase modulator 58 must be .of f set from, the center 60 of 
the Sagnac loop 56. Otherwise L equals zero and there is no 
time slot to. enter data, since both, counter propagating beams 

• 52 and 54 pass through the phase modulator 58 simultaneously , 
.15 the data is. entered onto both, light b^ams 68 and, 7.0 in phase. 

Thus, referring again; to. F.igure 2A, the "bursting" data method 
.\" -involves entering the first data burst packet ,96 within a time 
interval of less - than Uftyx? , : r>l&? f rom .0*0 (Ln) /c, and then 
turning off the phase,, .modulator , 58 ^ during... the ne?ct time 
.20 interval, from .(;Ln)/c to ,2 ( f (Ln) /c) , entering a . second packet 
98 during the t; ; im.e. interval ,2.( <^n) /c) to 3 (<Ln) /c) , turning 
.the modulator.. 58 off .during \. the, time interval . 3 ( (Ln) /c) to 
.4( (Ln)/c) /..entering a.., thi,rd packet 100.,.. during the time 
interval- 4 C(Ln) /c) to 5,< : <Ln)/cX and so forth... The clockwise 

2 5 (cw) and counterclockwise., (ccw). modulated, light, beams 68 and 

70 arrive , at the centra 1.,, ..fiber beamsplitter 44 at times 
differing by (Ln)../c aljter passage through the phase modulator 
58. Figures 2B and 2C illustrate the beams 68 and , 70 as being 
offset by this time, interval . . As a result of the time 
30 difference, when . the two beams 68 and 70 recombine on the 
central fiber optic beamsplitter 44, the resultant output data 
is repeated twice, as shown in Figure 2D. The two data 
"bursts" are also 180° .out of phase with respect to each other 
because the phase data is .carried first by one beam 68 and 

3 5 then by the other 70. The action of the output data formatter 

• 92 for burst data formatting is,, to strip off one or the other 
of the bursts and reconvert it. to a serial output data stream. 
There are disadvantages associated with this data formatting 
technique in that the phase modulator 58 has to operate at 

SUBSTITUTE SHEET 



WO 94/06224 PCT/US93/078 1 3 * 

12* 

least twice the speed of the input data stream in order to put 
the data on the loop 56, and the number of bits that can be 
configured into a burst depends on the length of the offset 
If length L. ".'The "bursting" data technique does have the 
5 advantage of allowing very high data rates since integrated 
optic modulators are commercially available that operate at 
3 GBPS and have been demonstrated in laboratories to over 25 
GBPS. Using the burst method allows throughput speeds to 
approach 12.5 GBPS limited by any extra length of the offset 
10 coil required for ease of set up. Another potential advantage 
of this approach is that since each "burst" is sent twice, the 
other copy 102 of the, data can be fed to error checking 
circuitry 104 which compares the two data stream 94 and 102 
for enhanced performance before producing a final output 106 
. 15 and/or an alarm signal 108. 

It is also possible to configure the formatting and 
deformatting of the Sagnac secire fiber optic communication 
system *3 Of or "continuous data transmission. This can be done 
" by using the' intrinsic differentiation characteristics of the 
2 0 Sagnac interferometer/ Specifically, input square wave data 
" ' bytes can be integrated 1 into a sawtooth waveform similar to 
that shown in' Figure 3A. After each cycle period there, the 
integrator is reset to zero to limi£ the required dynamic 
range of the drive circuitry. Provided the offset time (Ln) /c 
25 is small compared to the characteristic cycle time of the data 
, stream , the action of the Sagnac interferometer will be to 
: differentiate the waveform and reconstruct the" square wave on 
the output detector 76. There is a trade off here. Letting 
the offset time approach the characteristic data cycle time 
30 results in a larger amplitude signal at the cost of less 
sharpness in the rise and fall time of the output data. 
Spikes resulting from the sharp rise and fall off of the 
output data may be gated or filtered out. It is also possible 
to configure the data formatter 66 with other sawtooth 
35 waveforms, such as those shown in Figures 3B and 3C that 
result in square wave outputs . In principle any waveform 
could be integrated and then reconstructed by differentiation 
in the Sagnac secure fiber optic communication system 30. 
Such a system 3 0' could have real-time analog signal 
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transmission capabilities without electronic conversion into 
and out of digital format.. 

The basic system 3 0 shown in Figure 1 has several secure 
features built in. ^Since the light source 36 is on 
5 continuously,, an intruder tapping light from the system 30 
will see what looks like a defective link. Since the 
information is carried in phase rather than amplitude, the 
signal is riding on the frequency of the light beam. This 
then implies that the intruder must build an interferometer 

10 to beat down the carrier frequency to detectable levels. 
There are several methods to make this increasingly difficult 
for the intruder that are discussed in association with the 
following embodiments. 

Protective features that can be readily built into the 

15 basic system 30 include the usage of a low coherence light 
source such as a light emitting diode or fiber laser, which 
creates a substantial pathlength matching problem when the 
intruder tries to build an interf erometric tap using the 
system light source. . Jurther. complicating matters are 

20 environmental effects, which, to first order are canceled out 
for the Sagnac secure fiber optic compunicatipn system 30 but 
can couple t directly into some prospective interf erometric 
taps. It is also possible to configure the loop. 56 so that 
its two legs lib and 112 are not collocated, that is they can 

25 be run on' different sides, of a , canyon or in cables in 
different "parts of' a city.. a' third readily achievable 
security feature of the basic system 30 Involves monitoring 
the data for throughput errors and shutting the system 3 0 down 
automatically if the error rate becomes to high. A fourth 

3 0 readily achievable security feature of the basic system 3 0 
involves shutting the light source 3 6 down, and using the 
detector 76 to see if someone is injecting light into the 
system 30. 

While the security features of the basic system 3 0 are 
35 substantial, the sagnac loop type of secure fiber optic 
c9mmunication systems are readily amenable to the integration 
of features that can substantially enhance security. The 
modified system 120 of Figure 4 illustrates the usage of a 
random pathlength generator 122 that has been placed near the 
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center 60 of the Sagnac loop 56. Since both counter 
propagating light beams— 52 and 70 pass through the random 
pathlength' generator -i-£2 J hfearly simultaneously, the data flow 
is interrupted only for the period of time it takes light to 
5 pass through any of f set of the random pathlength generator 122 
from the center 1 60' of the loop 56. If data f low can be turned 
off for a sufficient time; the random pathlength generator 122 
can be placed anywhere in the loop 56. However the preferred 
position is at the center 60^ A typical device to produce 

10 random pathlengths 1 is a piezoelectric cylinder 124 having 
multiple turns 126 of ; optical fiber wrapped thereabout such 
as is shown in U.S. Patent 4/002,896 * to Davies et al. 
Application of different voltages to the cylinder 124 from a 
pathlength control 127 1 changes the diameter of the 

15 piezoelectric cylinder 124 and the length of the f iber in the 
turns 12 6. The pathlength control 127 may reset the random 
pathlength periodically. ' As ari example, for the burst data 
formatting sceiiarlb discussed above, the random pathlength 
generator * 122 can w be. s * reset - r between bursts through 

20 % communication between the s data" : formatter 66 and the pathlength 
control 127 . Optical 'switches i28 also 1 can-be used to add or 
"subtract matched pa'thlengths (shown as - fiber' coils 129) on 
opposite sides of the* center 60 or in -place of the random 
pathlength generator -122 . While the : changes easily can be 

25 arranged to have little or ho 1 effect on the performance of the 
Sagnac secure fiber optic communication system 120, they have 
" " " a devastating effect on certain types of '"intruder taps. 

Another approach 4 to enharieing- security is to add 
' detectors 'that monitor the light propagating through the 

30 Sagnac loop 56. If the light level goes 1 up or down beyond 
preset tolerances, the system can be shut down and alarms 
triggered. Figure 5 illustrates ; a ; Sagnac secure fiber optic 
communication system 130 ' that employs a dual tap alarm 
circuit. In system 130, a portion of the clockwise 

35 propagating light beam 52 is split off by a fiber beamsplitter 
132 into the light beam 134; Depending on the construction 
of the fiber beamsplitter 132, the amount of power in the 
light beam 134- can range : from a few percent to a substantial 
fraction of the power in light beam 52. The light beam 134 
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is directed to a detector ; 136 7/ which in turn puts out a signal 
13 8 proportional to the, interns ity of the light beam 134. If 
the signal 138 goes over .or under preset limits, a control 140 
produces a signal 142 to shut down the system 130 and/or 
5 activates an alarm 144. A . beamsplitter 146 splits off a 
portion of the light beam 54 -• into the light beam 148 in a 
similar manner. The resulting ,ligjit beam 148 is monitored by 
the detector -150 which in turn puts out a signal 152 to 
control 154. that must fall, between, preset limits or the 

10 control 154 shuts the system 130 down and/or activates an 
alarm 156. . Since both light beams . 52 ( and 54 are being 
monitored, it is also possible to monitor the ratio of the 
light intensities circulating , through ,the fiber loop 56. 
Specif ically the outputs 138 and. 152 from the detectors 136 
-15 and 150 respectively can be f ed into, a ratip detection circuit 
158 whose output 160 is monitored by ; a ,goirtrol 162 to fall 
^. within predetermined limits or Jt^ie,cont:rpl ,162 shuts down the 
system 13 0- via. signal , 163 ,.and/.or activates an alarm 164 . 

Figure 6 illustrates ^ optic 

20 i- communication system , : 17p with agi alarm bashed pn. : a, singly tap. 
In system 17 0, .a , single fiber, beamsplitter .17.2, is. used „to tap 
off. a portion of the light b^ams 52 ,and. 7p . The portion of 
~ the light- beam 52 that is tapped, v ligtxt beam, 174, . is directed 
toward the alarm detector .136 «• ..The deteqto^ ,136 then puts out 

25 the signal 138 .that is; ; propo.^ intensity of the 

light beam . 174 . . If the s^gnAl 138 y is greater, .pr less than the 
preset, limits, the system 17 O^is shut down by signal 142 from 
the control 140 and/or the alarm 17 6 is triggered. Similarly 
a, portion of the light beam 70 is tapped by the fiber 

30, beamsplitter 172, and fed as. light beam 178 toward the alarm 
detector 150 which in turn generates .the signal 152 that is 
proportional to the intensity of the light beam 178. If the 
signal 152 falls outside the predetermined limits,, the control 
154 produces a signal to shut down the system 17 0 and/or cause 

35 alarm 176 to be* triggered. .The ^signal outputs 138 and 152 
from the detectors 136 and 150 respectively., are also directed 
toward the ratio detection^circuit 158. As before , the ratio 
circuit 158 generates the t r;atio signal 160 that is monitored 
by the control 162. If the ratio signal 160 falls outside the 
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predetermined limits , the control 162 causes the system 17 0 
to shut down and/or the^&larm 176 to be triggered. 
The alarmed systems -13 0 and 170 that have been described in 
association with Figures 5 and 6 are intended to increase the 
5 difficulty of an intruder performing an unauthorized tap that 
allows interception of data and goes undetected. The dual tap 
configuration 4 of Figure 5 has the advantage of being 
independent of loss variations that may occur due to the phase 
•modulator 58 -arid any other elements in the.Sagnac loop 56 

10 behind the tap points. The disadvantage is that this approach 
relies on two separate taps 132 and 146. The configuration 
of Figure 6 has the advantage of relying on a single tap 172. 
The disadvantage lis that this alarm approach is subject to 
amplitude variations in the throughput of the phase modulator 

■15'-' 58. In 1992V "the state of the art is such that the dual tap 
approach appears to offer superior performance by enabling 
tighter tolerances to be held, however as .technology continues 
to improve, the single tap approach -may be preferred. 

If an 1 alarm is triggered- by exceeding or dropping below 

20 : the predetermined -a imits; the system 13 0 or 170 may be shut 
down in a number of ways. One-of the - simplest is to simply 
turn off the phase" ^ modulator. 58 by- switching- of f the data 
input 64 ; Cither methods can include entering a predetermined 
warning- signal 'into' the -phase modulator 58 that can be used 

25 to alert the receiver portion 32 and trigger an alarm 180 
* : there. ; 1 : ■" " - -* : - ' ? ••- * : - : 

' - ; * The -intruder and ^alarm devices described in association 
with Figures 5 and— 5 involve tatps that have a very broad 
spectral range to protect against" intrusions that inject light 
30 into the system 170: Another approach, illustrated by Figure 
7, is to employ a system 190 with alarm means 191 that monitor 
the wavelength regions that ; could- represent a threat to 
security, by breaking the alarm means 191 up into spectral 
bands. This approach has a number of advantages including 
35 optimizing detector response, for, the spectral band of 
interest, allowing dark regions, where the light source 3 6 
does not emit optical power, to be monitored with very high 
sensitivity > . and improving .sensitivity to changes in the 
. spectral prof ile. in the emission band of the light source 136, 
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which could be caused by L an- intruder injecting light to try 
to defeat the sensing of . -.light ..loss due to an unauthorized 
tap. The disadvantage of-, .such ■, -enhanced protection is 
additional complexity and cost associated, with multiple alarm 
5 systems each designed to cover certain regions of the spectrum 
of interest. :Ref erring to Figure 7, the. alarm means 191 
having a series of . dual tap alarms configured in a manner 
similar to . that described .in association with system 130 of 
Figure 5, are shown. In the system, 190 however, each set of 
10 dual taps is assigned ; . a ■■ specific .spectral region. . In 
particular, the taps 192 and .194 are Resigned, to operate over 
a wavelength band, centered about wavelength .\ : . • The light 
beam 196 tapped; by the tap 192. is directed toward the alarm 
detector : 198, ■ * which in turn, generates a ^signal 200 
15 proportional , to the intensity of the, light beam ,196. As. in 
. system 130, if the signal 200 . is.. outside, predetermined limits, 
. . the system 190. shuts- down and/or , -an alarm : is triggered. 
Similarly, the- light beam., 2 02 -that is generated by the tap 194 
.is directed- toward, -alarm detector ,204. . .. The ..detector. ,204 in 
. 20 turn : generates v a --.signal -^.oe,; that . is proportional to the 
intensity : of the light beam ,.,202 . v .,If,, the .signal 206 falls 
outside • of, predetermined ;: .limits., , . the system 190 shuts down 
and/or. an alarm is activated.; > The output signals 200 and 206 
from the; detectors 198 : and 2.04, also can be, fed -into ratio 
25 circuitry 208 which outputs the alarm signal, 210. As in 
. system • 13 0^,;. if the .signal 2 10 : falls outside predetermined 
limits, ' the.: system 190, shuts down and/ or an. alarm is 
triggered. Similar dual tap alarms are set up to operate over 
wavelength- bands centered . about wavelength X 2 , wavelength 
30 A3, •*•*•■ up to wavelength X^, the dual tap alarm 210 for 
wavelength X,, being shown. In exactly analogous fashion, 
similar multispectral ratio alarm system can be set up using 
single tap configurations like those employed in association 
with system 170 of Figure 6. 
35' Another way to implement a. broad spectral range alarm 

system 220 is shown in" Figure 8. Here both counter 
propagating light beams. 52 "and 54 in the Sagnac secure fiber 
optic communication system' 220 are tapped by the dispersive 
taps 222 and 224. These taps 222 and 224 could be fiber 
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gratings, combinations of fiber beamsplitters and conventional 
dispersive elements (siich^as. holographic gratings and- prisms) , 
or other dispersive components. The dispersed light beams 226 
and 228 are then imaged onto charge coupled device (CCD) 
5 arrays 1 230 and 232 comprised of a large number of in-line 
detectors. The output signals 238 and 240 from the arrays 230 
and 232 can then be - monitored and checked against 
predetermined limits as in systems 130 and 190. If these 
* limits are exceeded, the system 220 can be shut down and/or 
10 an alarm triggered. The output signals 238 and 240 also can 
be fed into ' a ratio circuit 242 whose output signal 244 is 
1 checked against predetermined limits. If the limits are 
' exceeded, the "system 220 is shut down and /or an alarm is 
triggered to preserve security i The advantage of the security 
15 * alarm approach " of system 220 is that , any intrusion attempt 
that changes the spectral profile circulating • through the 
1 Sagnac loop 56, can be detected rapidly.. 

It 1 "sKoiild 1 be noted that conventional communications 
fiber, used- to ' support- these Sagnac secure fiber optic 
- 20 1J commuhibation systems, J iri ,: : general has a- specific spectral 
1 pkssband with : 'relatively low attenuation and : the action of the 
' ' ; 'fiber itself 'will tend i; to filter-' and strongly attenuate 
wavelengths outside of : its passband. It is also possible to 
add x f liter ing to the r Sagnac loop 56 ; preferably adjacent to 
25 the phase modulator c 58v "which will- assure that the alarms of 
Figures 5 through 8 and similar alarm systems have sufficient 
spectral coverage to secure the communication system against 
' threa'ts . ~ ' ' "■>* 

A different approach to prevent intrusion of a Sagnac 
30 secure fiber optic communication system with alarms is to 
provide a system 250 with coherent alarm means such as that 
shown in Figutre 9. In system 250> the technique is to monitor 
"the phase information impressed on the counter propagating 
light beams 52 and 54 by the phase modulator 58 or 
3 5 alternatively another separate phase modulator 252 placed in 
the Sagnac loop 56 for this purpose. If the expected signal 
level of the coherently mixed light beams 68, and 70 changes 
beyond predetermined limits as detected on the output detector 
76, then ' the system ' 250 - is shut down and/or an alarm 
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triggered. The output from c the detector 7 6 is routed to the 
data reformatted 92 and. alsq.-*Q the signal measurement alarm 
control 254. The signal- -measurement : alarm control 254 
determines whether or not the predetermined limits have been 

5 exceeded, its output 256 being, used ;to shut down the system 
250 and/or trigger an alarm. r/J . . . .. 

There are a. number of ways the alarm control 254 may be 
implemented. . One method is . to simply, look at .the data itself 
and make measurements of peak-torrpeak signal level or bit 

10 error rate. .Another method .is - to , put , a relatively low 
frequency signal, which could be sinusoidal*, onto. the phase 
modulator 58 and superpose it with the, data carrying signal 
or: impress it with the separate phase, modulator 252.. This low 
frequency signal can then be ; filtered out in the qpntrol 254 

15 and monitored to serve as - the alarm., signal .v. While the 
modulator 252 is shown .placed dn : the transmitter portion 34, 
.: it can be placed anywhere that .is .sufficiently = of f set from the 
center .60 of the, Sagnap v lopp - 56> Xn : particular, .- it could be 

. - placed. /in. the.. .receiver, portion .,32. The ; phase ; modulator 252 

20 can be driven j by r . an, oscillator ; 258, at. a low .fixed frequency 
that -can also be. used to support a synchronous demodulator 260 
. used, to monitor .changes in ; the, level pf the putpu^. 256 . This 
.. synchronous,.demodulator,2,6.J0 .ca^. : be c us^d._.t.p ) .ao 5 n ; itpr the total 
power in the first few, .harmonics of n .the. phase modulator 

25 coherent ...alarm signal - dr^ye,,, frequency.., .to. prpd f uce an alarm 

- signal 2.62 ; . or) !..- w: ;■•.»■•. 

For a full duplex Sagnac secure fiber optic communication 
system , as described above, ., an essentially duplicate system 
facing the opposite direction and using an additional pair of 

3 0 fibers is necessary.. . . .If . wavelength, division multiplexing 
techniques are .used as. shown, with system 270. of Figure 10, 
only two optical fibers are needed. Here one. Sagnac loop 272 
is comprised of central beamsplitter 274 , ... ; f iber 276, 
beamsplitter 278, common fiber 280, beamsplitter 282,. fiber 

35 284^ phase modulator .286, depolarizer ,288, fiber 290, 
beamsplitter 292, common fiber 294, beamsplitter 296, and 
fiber 298.. The other Sagnac loop 300 includes central 
beamsplitter 3 02, fiber ,3 04 , .beamsplitter .292, common fiber 
294, beamsplitter 296,. fiber 3 06, depolarizer 308, phase 

t 
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modulator 310, fiber 312, beamsplitter 278, common fiber 280, 
1 beamsplitter . 2 82 , and fiber 312. The first Sagnac loop 272 
is operated at waveleh|rth-X 1# \ which could be 1.3 microns, 
while the second- Sagnac -loop 3 00 is operated at wavelength A 2 , 
5 which could be 1.5 microns. The beamsplitters 278, 282, 292, 
and 296 are of the wavelength division multiplexing type and 
are" used to spectrally separate the two Sagnac loops 272 and 
300 so that the loops ' 272 and 300 operate independently* As 
ah example, if wavelength \ ' is ' 1. 3' microns and wavelength X 2 
10 is 1.5 microns, then the wavelength division multiplexing 
elements could be fiber beamsplitters designed so that light 
at 1.3 microns passes straight through without cross -coup ling 
while light at 1.5 microns is* nearly completely cross-coupled. 
Thus only' one type of * wavelength division multiplexing 
15 beamsplitter is needed for beamsplitters 278, 282, 292 and 
296. " ' *' " / / 

*lie system 270,' which can be constructed like two of the 
systems 130'/ 170, 190 or 220, has light sources 314 and 316 
^producing 'of'" and X 2 

( 20 respectively . Each provides light," whose polarization is 
. „ scrambled hy depolarizers 318. and 320 to the central 
beamsplitters 274 and 302 respectively. On return, after 
mixing on the central beamsplitter 274 and 3 02, the light is 
_cpnverted into electrical output signals* 322 and 324 by 
25 detectors 326 and 328 respectively. 

The current stat:e of available commercial components is 
such that it is possible to operate the above-described Sagnac 
secure fiber optic communication systems for distances of 
approximately 50 km without a repeater. With the development 
3 0 of fiber amplifiers, it is possible to consider much longer 
links using all optical repeaters that preserve security. 
Such a system 330, which is system 3 0 of Figure 1 modified for 
long distance communications, is shown in Figure li. 1 Here all 
optical amplifier subsystems 332 and 334 are placed between 
35 the transmitter portion. 34 and receiver portion 32. The 
subsystems 332 and 3 34 are secure because they amplify in the 
optical regime without extracting any data. The amplifier 
system 332 in leg 110 includes a pump laser driver 336 that 
supplies the drive current to a pump laser 33 8. ; The light 339 

SUBSTITUTE SHEET 

BNSDOCID: <WO 9406224A2_I_> 


WO 94/06224 PCT/US93/07813 

.21' 

from the puirtp laser 33 8 xis then coupled into the fiber 
amplifier .340 via a wavelength .division multiplexing element 
342- The f iber : amplifier : 34£ : increases, the power in the 
counter propagating light beams ; 4 6 and. 70. The power in the 
5 counter propagating light beams 46 cind 70 after passage 
through the fiber .amplifier, 3 : 40 is mQnrtqred by the fiber taps 
344 and. 346 in combination with ; the defectors 348 and 350, 
respectively.. . , The outputs 352 and 346 of the detectors 348 
and 350 are fed into the pump laser driver 336 and are used 

10 to stabilize the . action of the £it»^r amplifier 340 by 
controlling, the output power of the pump laser 3 38. The pump 
laser. driver 356, pump laser 358, multiplexing element 360, 
taps 362 and 364,. and detectors 366 and 3 68 of subsystem 334, 
support. ;the amplifier 370 in leg 112, which v operates tq boost 

15 the power in counter propagating beams 54 and .68. It is 
possible to run. the Sagnac loop 56. with one amplifier instead 
of, dual r . amplifiers. , However £ual r ^pPii^^^ im P rove 
overall performance of the system 33 0 especially if the same 
pump laser is used to drive matched sets of amplifiers in both 

2 0 legs 110 and 112 of the Sagnac loop 56. "For wavelength 
division multiplexed links such' as system 380 siibwn in Figure 
10, two pairs of amplifiers to cover each wavelength band may 
be necessary. 

It is also possible to extend a Sagnac secure fiber optic 
25 communication system into " a network supported by a single 
optical fiber interconnection loop. This 'system. 380, which 
is illustrated for the case o:f ' three network nodes in Figure 
12, includes three similar transmitter /receiver stations 382, 
384 and 386. Each station 382, 384 or 386 includes: a light 
30 source 388, 390, or 392; fiber scrambler 394, 396 or 398; a 
central beamsplitter 400, 402 or 404; optical switches 406 and 
408, 410 and 412, or 414 and 416; a phase modulator 418, 420 
or 422; an output detector 424, 426, or 428; and a loop 
polarization scrambler 430, 432 or 434, respectively. As an 
35 illustration of the operation of this network system 380, 
Figure 12 is drawn to show the operational configuration where 
a Sagnac loop 436 extending from transmitter /receiver station 
382 is operational. In this configuration, the fiber path for 
the counter propagating light beams 4 38 ^nd 440 through the 
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Sagnac loop 43 6 is drawn with heavy lines and the paths that 
have been cut of f "by the ^optical switches 406, 408 , 410, 412, 
414; and 416 are shown -i'n f dashed line. Note that in this 
configuration; : station-; 384 and station 38 6 can transmit to 
5 station. 38 2 securely . via their phase modulators 420 and 422. 
When station 382 is to transmit securely, its switches 4 06 and 
408 are switched so that its phase modulator 418 is in the 
loop 436 and either station 384 of 386 can listen securely by 
configuring its switches, 410 and 412, or 414 and 416 so that 
10 its light source 3 90 or 392, detector 42 6 or 428, and central 
beamsplitter 402 or 404 : are in the loop 436 and its phase 
modulator 42 0 or 422 is disconnected. Note that only one 
station can listen at one time : but the other two can transmit 
so long as means are provided to separate their transmissions 
15 at the receiver . The -phase modulators 420 or 422 cannot be 
- positioned at the exact center 442 of * the loop 43 6 from the 
central' beamsplitter ' 400 if they are to : communicate with 
"'. 1 ■■' : station 382 * - i However , by noting the relative time positions 
- "of the : received -data -pulses , the receiving station can 

' 2 0 identify the location - of - the ^sender . In-' this manner the 
* ' ' network system 38 0 °can achieve 'high levels of data security 

c:i t - i t : and integrity . • OK ■ < ; « . - . ■ . 

: : There aire many -different ways network protocol can be 

handled': 'Examples ^Include having e^ch station operate in a 
25 - - given* time- slot 'or ;;: tiding a' "tokeri passing scheme where the 
v token is be : passed via a non-secure signal 7 that Is wavelength 
"division multiplexed 1 along the loop 43 6. 
The above examples have 7 illustrate 

based secure fiber optic " communication systems may be 
3 0 T implemented and alarms that sense an intrusion added for 
improved security. Examples have also been given : of how such 
basic systems may be' configured into full duplex and networked 
systems. However, in some cases, it is also desirable to know 
the location of a potential intruder. It is possible to do 
3 5 this using a wavelength division multiplexed Sagnac 
distributed sensing approach described below; 

In 1987/ Dakin (Proceedings of SPIE, Vol. 838, p. 325, 
1987) described a distributed fiber optic sensor based on the 
combination of a Sagnac 1 and Ma ch-Zehnder interferometer. A 
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Sagnac sensor can be ar^nged to have a position dependent 
response as described in.iR* ^ Cahill and E. Udd, U.S. Patent 
4,375>680, March. 1, , 1983 and; in- E. .Udd r Fiber-Optic Acoustic 
Sensor. Based on the Sagnac- Interferometer 9 i Proceedings of 
5 SPIE, Vol. 415, p.; 90, 1983. By combining the output of the 
Sagnac interferometer response to a .frequency dependent 
environmental effect along with the direct response of a Mach- 
Zehnder interferometer (see A„, Dandridge, The Mach-Zehnder and 
Michelson. Interferometer in, Fiber, r Optic ; Sensors: An 
.. 10 Introduction for Engineers and Scientists, edited by E. Udd, 
Wiley 1991) and normalizing the res,ult, the position and 
location of a .frequency dependent environmental effect can be 

determined. : , - . , : - ■ -.rw. r - 

, ■■ One of the t major issues ; associated with, the approach 
15 proposed by Dakin is -that N the ^requirements on . c jbhe light source 
for., optimum performance,, of,- Mach-Zehnder^ j and Sagnac 
- interferometers are diametrically .opposed, -r Specifically a 
high < performance MachrZ^hntoiinterferom^ uses a long 

coherence length ...light, source ^that, is often very, susceptible 

2 0 to feedback .while the Sagiia.c interf erqmeter perf qrms best with 

a low coherence length light source. Wh^ile,, it, is, possible to 
reduce the , problems by . ^redesigning , t^e. DaKin distributed 
sensor using wavelength div^ion : mul^ and 
isolators,,., it is also .possible to, design a distributed sensor 
25 based on .solely the ,§agnap i^terf epom^t erodes crjtb^d by E. Udd 
in U.S. Patents., 4, f 8 : 9,8 ;y 4.^^/ : , 4 r?-7. 6 ^ L 5 P^: ^'°^> ? 48 - The 

apprpaph ^escribed, hejre usjes, dual r ,5agnac v interferometers 
operating in conjunction with one another on .separate distinct 
wavelengths to form a distributed s,ensor. This particular 

3 0 approach is very well suited to the formation of alarms to 

supplement the Sagnac secure fiber optic communication systems 
described previously, as well as securing ordinary fiber optic 
communication lines. 

A basic wavelength .division multiplexed Sagnac 
35 distributed sensor _ 494 haying two sensors 496 and 498 
protecting the same length run 500 of optical fibers is shown 
in Figure 13A. Light from a light source 501 operating at a 
center wavelength X x . is coupled to the fiber end 503 to form 
the light beam 505. The light source 501 may be a spectrally 
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broadband light source such as a light emitting diode* After 
the light beam 505 enters the fiber end 503, it passes through 
a polarization sci-ami5ler* 507 that acts to distribute the 
spectral power of the light beam 505 over many polarization 
5 states. The polarization scrambled light beam 508 then enters 
a central beamsplitter 509 where it is split into a clockwise 
propagating light beam 511 and a counterclockwise propagating 
light beam 513. The clockwise light beam 511 then circulates 
about the Sagnac loop 514, passing wavelength division 
10 multiplexing elements 515 and 517 that are designed to pass 
the wavelength X a straight through the polarization scrambler 
519 that reduces magnetically induced noise effects in the 
Sagnac loop 514 and the wavelength division multiplexing 
elements 521 and 523 that are also designed to pass the 
15 wavelength X x straight through before returning to the coupler 
509. The counterclockwise beam of light 513 traverses the 
same elements in the opposite order to return to the coupler 
509 after circulating around the Sagnac loop 514. The 
clockwise light beam 511 and the counterclockwise light beam 
20. 513 then interf ere with' each other at ' the central beamsplitter 
509. + If the light b'eams . 5ii and 513' are in phase with one 
another, all the light is directed toward the light source 
501. If the light Brains 511 and 513 aire 180° out of phase, 
ail' the light is directed toward the detector 525* 
25 W 1 ?" a frequency 'dependent environmental effect 527 acts 

. on a section 528 of the fiber loop ' 514 , it indiibes an optical 
path length modulation locally in' the optical fiber 529 at 
that section 528. The amplitude of the resulting oscillation 
depends on the strength of* the environmental effect and the 
30" response of the fiber 529 to" it. The response of the Sagnac 
sensor 496 to' the ' environmentally induced oscillation depends 
oh the position of the frequency dependent environmental 
effect 527 on the Sagnac loop 514 of sensor 496. If the 
effect 527 occurs near the center of the Sagnac loop 514, both 
3 5 the clockwise light beam 511 and the counterclockwise light 
beam 513 arrive nearly simultaneously at the beamsplitter 509 
and the induced phase difference between the two beams may be 
very close to zeror; As the frequency dependent environmental 
effect 527 moves toward 1 the central beamsplitter 509, the 
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difference in the time of. ..arrival between the clockwise light 
beam 511 and counterclockwise propagating light beam 513 
increases . As long, . as" the * f requency of the environmental 
signal 527 is small compared to the characteristic frequency 
5 of the Sagnac loop (\F(c,Ln) where ; c is the speed of light in 
. vacuum, L ,is the length of the loop and n _ is the index of 
refraction of the f iber \ in the . loop).^ the "amplitude of the 
resultant signal on the detector 525 will fncrease linearly 
with, the amplitude of the effect 527 and will decrease 

10 linearly as its position moves from'the central beamsplitter 
509 toward the center of the Sagnac loop 5i4. 

For an environmental "effect , "fixed in amplitude and 
freguency,lthe. position dependent response of sensor 496 is 
shown , by . the solid line" on the graph of Figure 13B for the 

15 upper fiber portion 529 of the Sagnac loop 514. The signal 
generated for the lower; portion of the Sagnac loop 514 will 
be similar although the phase : of the output J will change by 

180®. ... . . .... . , r .__ ■■■,(■>■■: 

The second Sagnac interferometer sensor "498 is set up to 
20 act in a similar, manner . ^ A light source 531 couples light at 
wavelength X 2 into, the"; ^ fiber end 532 tp;form the light beam 
533. Residual polarization preference of the beam 533 is 
removed by a polarization , scrambler .535. .The light beam 533 
then is split by a centra^ beamspiitter 537 into counter 

2 5 propagating 1 ight beams ^ 5 3 9 and 54 1 for . passage about the 

second Sagnac loop 542. The clockwise propagating light beam 
539 is crpss-cpupied by the wavelength division multiplexing 
element 521 into the lower fiber portion 53,0. It is then 
crossrcoupled by the. wave length division multiplexing element 

3 0 523, passes through, a polarization scrambler 545, is cross- 

coupled by the wavelength division multiplexing element 515 
to the. upper fiber portion 529 and is cross-coupled back 
toward the central beamsplitter 537 by the wavelength division 
multiplexing element 517. The counterclockwise propagating 
35 light beam 541 traverses the elements 517, 529., 515, 545, 523, 
530 and 521 before returning to the central beamsplitter 537. 
The light beams 539 and .54.1 interfere upon returning to the 
central, beamsplitter 537 and. the. resultant amplitude modulated 
signal is directed toward £he a output detector 549. 
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The response of the upper fiber portion 52 9 of the Sagnac 
loop 542 of sensor 498 'to >! an environmental effect, fixed in 
amplitude and frequency,' with" respect to position is shown in 
dashed line on the graph of Fiigure 13B. The signal outputs 
5 551 and 553 from the output detectors 525 and 549 respectively 
which result from "the frequency dependent environmental effect 
527, are fed into a signal processor 555. The sum of the two 
resultant signals is then used to form an amplitude output 557 
of the frequency dependent environmental effect 527 and the 
10 ratio between outputs 551 and 553 is used to produce an output 
559 indicative of the location of the frequency dependent 
environmental effect 527. In order to assure that the light 
sources 501 and 531 do not add excess noise to the system 494, 
they are stabilized by using drivers with feedback circuitry 
15 561 and 563 to monitor' the light beam 505' and 533 and adjust 
the drive currents " to the sources 501 and 531. 

T6 fir it order V the flight beams 511 and 513, or 539 and 
541 that counter propagate through the Sagnac loops 514 or 542 
of the system 49^1 ""traverse" nearly the same path and 
20 ^consequently are: " riearly in" pha^e when they arrive at the 
1 *• central coupler sd^tir 537V 1 r Toi? lbw amplitude; low frequency 
signals this will' result in the generation of signals that are 
primarily second krid iiighei: order" even harmonics of the 
frequency of the eravifb'rimental effect. This phenomenon is 
25 well knowh in association With work ^performed on' fiber optic 
gyrds; sieei for fexample, : Ei' Udd; Fiber Optic Sensors Based on 
J " i the sagnac Zntetfero&ete^ Ring Resonator , in Fiber 

Optic Sensors: An Introduction for Engineers and Scientists, 
edited by E. Udd,^ Wiley, N^w York, 1991. ' ^ 
30 In order to extract low amplitude signals directly 

without demodulating higher harmonics, it is necessary to 
"bias" the Sagnac interferometer. This can be done by using 
a passive bias approach that employs a 3 by 3 (or higher 
order) coupler or a dynamic bias approach that places an 
35 oscillating phase modulator in the Sagnac loop. Both of these 
approaches can be used to implement a wavelength division 
multiplexed Sagnac distributed sensor that in turn may be used 
to support secure fiber optic communication systems. 
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Kjell Krakanes and Kjei.l Bl.otekjar (Optics Letters, Vol. 
14 p. 1152, 1989) have .demonstrated the ability to bias the 

Sagnac acoustic sensor ..system, using a 3 by 3 coupler. 
Distributed Sagnac acoustic sensor 594 of .Figure 14 
5 illustrates how 3 by 3 couplers can be substituted in the 
sensor 494 to implement. . a. , wavelength division multiplexed 
Sagnac sensor- Like sensor system 494, sensor system 594 has 
a pair of sensors .596 and 598 r that sense from different 
directions over a common optical fiber run 600. A light 
10 source 601 that s operates abqut a_ center wavelength X x couples 
light into the fiber end 603. The resulting light beam 605 
then passes through a polarization scrambler 607 that acts to 
depolarize the light beam 605. The light beam 605 then enters 
the 3 by 3 coupler 609 where it is. split into three light 
15 beams, : .the,., clockwise, propagating light beam 611, the 
. ^counterclockwise, prppagating light i ( b^am 613 ar><i t the light beam 
615. The light beam .615 propagates .to the f iber end 617 which 
includes an, optical termination ,6X8 tp ^yoid back reflection 
into the. system 594 , . an£ is .lpst^ . .As. m ...example, the 
20 termination .618 may be .^consteu^ted. by^ ^c^§^ing. x .th^ . fiber end 
617 .and covering .it with index matching cement (aee .E. Udd and 
R • E . Wagoner, , Method of .Terminating . an .Optica.},. Fiber , U.S. 
Patent 4,834,493,, May ,3Q,. i?8? : .fpx^ a^dition^., examples) . The 
light beam 611 propagates, about; : .t^ the 
25 sensor 596 through wavelength division, mul^ipl^in^ elements 
620 and 621, .and the polarization, scrambler, ,££3,, returning to 
the .3. by . 3 coupler: 609, . via . way e length division miu^ltiplexing 
elements 625 and 627. The. counterclockwise propagating beam 
613 circulates through t the Sagnac loop 619 in the opposite 
,30 direction through the^ elements .627, 625, 623, 621 and 620 
before returning to the .3 by 3. coupler 609. When the two 
counter propagating, light beams 611 and 613 return to the 3 
by 3 coupler 609 , they interfere with each pther and depending 
upon their relative phase, will be directed toward a detector 
35 629, a -detector 631 or the light . source 601 since 3 by 3 
couplers with equal power splitting have the characteristic 
of shifting an input .signal from output to output by 120° of 
phase. For a frequency dependent environmental signal 633 
applied to the upper fiber leg 634 of the Sagnac loop 619, 
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-this will result in corresponding amplitude modulated signals 
635, 636 and 637 being' "directed toward the detectors 629 and 
631 and the light source '601 that are 120° out of phase with 
respect to each other r (as opposed to 180° out of phase as is 
the case for a 2 by 2 coupler). The result is that the 
signals 635, 636 and 637 induced by the frequency dependent 
environmental effect 63 3 have significant first harmonic 
content when the outputs 638 and 639 from the detectors 629 
and 631 are fed into the signal processor 640. 

Tne '''situation .'for the sagnac interferometer sensor 59 8 
supported by the' light source 641 operating at the wavelength 
X 2 is analogous: Light is coupled into the fiber end 643 and 
the resultant light beam 645 passes through a polarization 
scrambler 647.' The light beam 645 is then split by a 3 by 3 
15 coupler 649 into three light beams 651, '653, and 655. The 
light beam 651 exits the fiber end 656 that is optimized to 
-reduce- back reflection and is lost; The clockwise counter 
propagating light beam '655 trarisverses the Sagnac loop 658 of 
1 the sen'sdr ; 598; -*beirig- ferb^coupled- by ; the : -wavelength division 
20 . »^i' t ipl^in^'' i e-ieinentsr' 625 ; arid -"'6 2 7 into' polarization scrambler 
'657 and cross-coupled "back toward the 3 by 3 central coupler 
649 ky ^lie "wavelength division multiplexing elements 620 and 
■ 621. The : cburiterclockwise propagating light beam 653 
traverses' the Sigriac loop" 1 658 in -the opposite direction before 
25 returning to the ~3 a by : 2 i ^coupler 649 .: l The light- beams 653 and 
655 interfere ahd ; butput' signals 659 arid 660 that are 120° out 
'of phase f with respeet -to' each other, are -directed toward the 
output detectors 661 and 662 . The outputs 671 and 673 of the 
detectors 661 and -662 are- then directed -into the signal 
3 0 processor 640 which in turn uses the sum and ratio of the 
signals from the' two Sagnac interferometers 596 and 598, 
operating independently on wavelengths ^ and X 2 , respectively 
to calculate the amplitude output signal 675 of the 
environmental signal, and the location output signal 677. in 
3 5 order to assure that the light sources 601 and 641 do not add 
excess noise to the sensor system 594, closed loop light 
source drivers 679 and €81 may be employed as before. 

Figure 15 illustrates How a Sagnac secure communication 
system (system 30 of Figure 1 for example) can be combined 
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with a sagnac distributed^-ffnsor system (system 564 of Figure 
14 for example) , to provide |^ure communication system 685 
with increased security!, ; In system 685, the light sources 
36, 601 and 641 are chosen, to have different center 
5 wavelengths X 3 , \ lr and . X 2 so that the system. 30 and system 
564. operate independently of each other. The.. sensor 596 is 
coupled into the Sagnac loop .. 56, of. the system 30 by 
wavelength division multiplexing tib^r beamsplitters 687, 
.689, 691 and 693. .Since wavelength, division multiplexing 
.10 .fiber beamsplitters 620, ; 621, .625, . 627., 687, 689, 691 and 693 
can be constructed to be very, frequency sensitive, there is 
little danger that data impressed at, phase modulator 58 will 
appear at. the detectors. 629, 631, 661 or 662 of the intrusion 
:• alarm sensors 596 ,or 598. ;; . 3 . 

15 Figure 16 illustrates the application .of the wavelength 

division multiplexed Sagnac distributed sensor, us 4,ng 3 by 3 
couplers for a .secure . full ^duplex; con^unication. system 700. 
. .. The transmitter. 70 : :l, . which, cc^ld .be d part ; :of r; almost any type 
.... of .optical .fiber : . .cpmmunipation : sy ; stero ^ - operating ,at a 
20 wavelength X 3> is<use^.^ stream 
702 into the end -pf the .f iber, 703 , The. .resulting light beam 
. 705, which- carries the > data, . propagates. . through, the , fiber 
. 707 past a wavelength :diyis,i,on. •multiply 
. is designed,, to pass light. -centered ..abou£. the ( .wavelength X 3 
25 straight through v ; Jn J? ft ;? simi.3.ar- manner^^e, lAghfc- beam 705 
•. passes,;Sl^aighi: v .1^ough,^e.:suc^ssive.: wavelength.,;. division 
multiplexing: elements 7U, 713, and ; 715 , The light beam 705 
then reaches the receiver 717 and, the data carried by the 
• . . light beam. 705 is extracted as output 718. { In .the opposite 
30 . direct ion, . the transmitter 71? ponverts a second input data 
stream 720 to a light encoded signal with a central 
wavelength centered about wavelength . ; X 3 (in general this 
could also : be another wavelength that is . also passed 
straight through by the wavelength division multiplexing 
35 . elements). The second input 720 . is. coupled into the fiber 
end 721. The resultant light beam 723 propagates through 
the fiber 725 and straight- through wavelength division 
multiplexing elements : 727 729 , 731, and 733, which are 
designed to pass light beams whose spectral output is close 
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to the wavelength X 3 . The light beam 723 then falls onto 

the receiver 734 which in turn produces an output 735 
representative of the data stream. 

By using ai wavelength division multiplexed Sagnac 
5 interferometer distributed sensor system 73 6 to detect the 
presence and ideation of a potential intruder, a section 73 7 
of the full duplex system 700 may be secured. For sensor 
738 of the system 736, a light source 739 emits light at a 
wavelength centered about wavelength X 2 that is coupled into 
10 the f iber . end 741. The resultant light beam 743 passes 
through a polarization scrambler 745 and is split into three 
light beams by a 3 by 3 "coupler 747. One beam of light 749 
exits the fiber end 75 i that is designed to minimize back 
reflections and is lost. The clockwise! beam "of light 753 is 
15 cross-coupled* by the wavelength divisibn multiplexing 
element 709 and it continues to propagate along the optical 
' fiber 707 through the wavelength division multiplexing 
element 711 tftat is desighed to" pass wavelength X 2 straight 
through arid cfoss-coupled 1 but of the optical fiber 707 by 
2 b the wavelength divisibri multiplexing element 713 that is 
: ' (designed to crbss-cduple light 'centered atout wavelength X 2 . 
The light ' ' b>eam "753* then' passes through a polarization 
scrambler 757 "and is cross-coupled" to the optical fiber 725 
by the wavelength " division multiplexing element 729. It 
25 then passes' through the ' wavelength division multiplexing 
unit 731 that is desigried to pass light "c&nterbd about the 
'Wavelength X 2 straight through arid is dross-cbupled back to 
the central' coupler "747 by the wavelength division 
multiplexing element 73 3 • The counterclockwise* propagating 
30 light beam '755 prbpaigates through the Sagifiac loop associated 
with wavelength X 2 in the opposite direction through the 
elements 733, 731, 729, 757, 713, 711 and 709 back to the 
central coupler 747. The two beams 753 and 755 interfere 
with each other in the coupler 747 and the amplitude 
35 modulated signals that result are directed toward detectors 
759 and 761. As described earlier these signals will be 
approximately 120° out of phase. 
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A second Sagnac interferometer 762 of the system 73 6 is 
supported by the light source 763 operating about a center 
wavelength X 2 . Light from the source 763 is coupled into 
the fiber end 7 64 to form the light "beam 765. The light 
5 beam 765 passes through a polarization scrambler ,767 and is 
split by a central 3. by 3 coupler 7 69 into three light beams 
771, 773 and 775. The light beam 771 passes out of the 3 by 
3 coupler via the fiber end 777 that is terminated so that 
back reflections are minimized. The counterclockwise beam 

10 of light 773 is cross-coupled to* the optical fiber 707 by 
the wavelength division multiplexing element 715 that is 
designed to cross-couple light centered about wavelength X x . 
The light beam .773 passes straight through the wavelength 
division multiplexing element 713 and is cross-coupled out 

15 of the f iber 107 by the wavelength division multiplexing 
. element , , 711. , It.,, then . passes, ^ through a polarization 
scrambler 779 and, is crpss-cqupled tp the f iber 725 by the 
wavelength division, multiplexing element 731. .The light 

. . . . beam .773. then , passes straight . through the wavelength 

20 division.^ multiplexing element^ 72 9 t and is cross-coupled by 
the wavelength .division multiplexing element 727 back to the 
central 3 by 3 coupler 769. The clpckwise propagating light 
beam 77,5. circulates about the ..Sagnac ; loop 780 associated 
with the wavelength Xj in the opposite direction passing 

25 .through the .elements 727, 729 , . 731, . 779 ,, .711,, 713 , and 715 
before, returning /to. the central 3 by 3 coupler 7 69. The 
light beams 773 and .775 mix and interfere resulting in 
amplitude modulated light beams carrying environmentally 
induced frequency dependent signals to the detectors 781 and 

30 783 . : t . . . 

Figure 17 illustrates in block schematic form the 
signal processing electronics used to support the secure 
full duplex fiber optic communication system of Figure 16. 
The outputs 785 and 787 of the detectors 761 and 759 are fed 

35 into the demodulation system 789 used to support the 
operation of the Sagnac interferometer operating at 
wavelength X 2 . The output f rbm the demodulator 78*9 is then 
fed via communication link 791 which could be electrical or 
fiber optic to a central signal processor 793. In a similar 
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manner the outputs 795 and 797 from the detectors 781 and 
783 are fed into a demodulator 799, which supports the 
Sagnac' interferometer -'operating at wavelength Xj. The 
output from the demS&ilator 799 is fed to the central 
5 processor 793 oh coinmunications link 801. The processor 793 
calculates the amplitude output 803 by summing the 
demodulated signal^ and the location output 805 by taking 
the ratio therebf. 

in many cases, it is desirable to place both fibers of 
10 a full duplex secure fiber optic system, such as that shown 
in Figure 16, in the same cable. If the system is perfectly 
symmetric, the sensitivity ' of the Sagnac loops to frequency 
dependent 'environmental effects on the cable will be 
canceled out to first order. There are a number of means to 
15 remove' titie symmetry that may be used individually or in 
domination. 1 Figiiire 18 illustrates a system 900 where the 
syirOTett'y Has been 1 removed by coating the fibers. In this 
'case th^'f iber' Sbl' : has : 'beeh ; coated with a material such as 
" Hytrfel, a product that can be used as a: boatirig to enhance 
20- 'acoustic sensitivity of the " fiber 901, wliile the % f iber 903 
' running in parallel : :; €b the fiber 901 has b^eri desensitized 
to abbusti'c effects ;' J - Applying' a metallic coating is one way 
to acoustically desfensitize an optical fiber. When an 
acoustic wave hits ' the at" a wavelength that is large 

' 25' compared to the 1 diawiet^r of 7 the cabl£ containing these two 
differently coated fibers ; 90l iahd 903; the net* result is a 
differential ? optical : pathlehgth response that ' the Sagnac 
interferometers; - 738 and 7 62 may detect' to first order. 

Another 'approach is illustrated system 1000 of Figure 
30 19. Here offset fiber coils 1001 and 1003 are placed in the 
Sagnac loojps 1005 and 1007 so if the two fibers 1009 and 
1011 are placed in the same fiber cable 1013, the counter 
propagating beams from each will arrive at location 1015 
with time offsets of (Ln)/c where L is the length of the 
35 offset coil 1001 or 1003. Thus if a frequency dependent 
environmental effect arrives at the position 1015 of the 
cable 1013 containing fibers 1009 and 1011, there will be a 
net differential phase shift between the counter propagating 
light beams because of their different arrival time. In 
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general, it should be note^.that the lengths, of the fiber 
offset coils 1001 and IQ^3 need not be. equal, although 
unequal coil lengths will c^n^ the relative sensitivity of 
the two Sagnac loops 10 05 and 1007. 
5 It is also possible to implement, the passively biased 

wavelength division multiplexed gagnac distributed sensor in 
combination with a Sagnac secure fiber optic communication 
system as shown in. the system 1100 of Figure 20. This 
implementation incorporates a. : wavelength division 
10, multiplexed Sagnac distributed , sensor as. an alarm in a 
manner similar to that described in association with Figure 
14. The phase modulators 1.101 and 1103 are used to impress 
data securely onto the counter propagating light beams of 
the wavelength, division multiplexed Sagnac loops, as 
15 described, in association s with Figure 10. Wher> the counter 
propagrating light ..beams recqmbine on the central couplers 
1105 and 1107 the amplitude jmodu la ted , : signals t^at result 
are directed towar4_th^ : defectors l^Ppj' 1113 and 1115. 

These signals contain both, tl^e output, data streamy from the 
2 0 Sagnac secure fiber-optic popmunicatipn system , as, well as 
signals resulting, from frequency - ^ependept environment 
.effects that, can be used ,^jD ( s ; igna^ of a 

potential, intruder.. In genial,. the . data : cpmmunication 
signals will be at a „ very,. hi.gh . frequency compar^L tp, the 
25 . environmentally .inciijced, signals., ^.typical .(e^jnpl^^would be 
data Tunning.at , 300 ;MBJ?S ftj while r the .alarm- system looks for 
acoustic, signatures, . in , the 50-^5p00 Hz .. regime. The 
separation of these .signals can be , handled in a number of 
different ways. One method is to r use two detectors for each 
30 of the, output. legs. As an example, the amplitude modulated 
flight beam directed toward the. detector 1111 is split onto 
two separate detector portions. 9 ne , detector portion is 
optimized for maximum sensitivity to. frequencies in the 50- 
5000 Hz regime and, its output .1117 is directed toward the 
35 signal processor 1119 that is used to determine the output 
location 1121 and amplitude output, 1123 representative of a 
disturbance. t The second ^ detector . portion that forms 
detector 1111 is optimized for maximum sensitivity to high 
speed transmission, 300 MBPS in the earlier example. Its 
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output 1125 is directed toward the output data formatter of 
the Sagnac secure fib^f' optic communication system. The 
second detector 1109 of thfr'Sagnac interferometer supported 
by the light source is arranged in a similar manner 

5 with dual detector portions and alarm signal and data 
outputs 112 9 and 1131, respectively. The second Sagnac 
interferometer supported by the light source 113 3 behaves in 
a similar manner; 

"As an alternative to using two separate detector 

10 portions, a single detector could be used and the high 
frequency data could be separated from the low frequency 
alarm signal by electronic filtering. This latter approach 
has the potential disadvantage of compromising, the optimum 
sensitivity of the output detector forcing use of a detector 

15 that must cover' a broad frequency range. One other 
interesting feature of the 3 by 3 coupler approach is that 
it allows two sepiarate data paths that could be used to 
sxipport error "checks of the output data or to improve 
si^hal-to-noise' ratio *by using both output detectors 1109 

20" and illl, and lli3 *and r 1115 in conjunction with each other. 

'In additibn to' : pass r ive biasing of the wavelength 
~ division * multiplexed < Sagnac - distributed : sensor, it is 
possible to -use dynainic -biasing - techniques such as those 
eirip'lbyed in association with the 'fiber optic* gyros. Figure 

2'5- 21 illustrates a -wavelength division multiplexed Sagnac 

^ - distributed sensor 1200 of 'this 'types:- •" A 'light source 1201 
^ operating about a' center -wavelength ; -is stabilized by the 
"light 'source driver 1203 and couples ' light ; into the fiber 
* eind 1205 . The resulting light beam 1207 passes through a 

3 0 polarization scrambler 12 09 and is split by a central 
coupler 121! into counter propagating light beams 1213 and 
1215 for travel around the Sagnaic loop 1216.; The clockwise 
propagating ' light beam 1213 passes the wavelength division 

1 multiplexing elements 1217 and 1219 that are, designed to 

3 5 ' pass light centered about the wavelength straight through 
to a polarization scrambler 1221. The light beam 1213 then 
passes through wavelength division multiplexing elements 
1223 and 1225 to a phase" modulator 12 27 and returns to the 
central coupler 1211. : : The counterclockwise propagating 
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light beam 1215 traverses^ the Sagnac loop 1216 through the 
elements 1227, 1225, .1223 ,:. ;c 1221, 1219 and 1217- before 
returning to the central; coupier 1211.. The phase modulator 
1227 is driven by .the oscillator 1229 with a sinusoidal 
5 output 1231 to. introduce an oscillating non reciprocal phase 
shift between the counter propagating light beams 1213 and 
1215. The oscillator 1229 also provides the same sinusoidal 
signal as an output 1233 to a synchronous demodulator 1235. 
When there is no frequency dependent environmental effect 
10 acting on the Sagnac loop 1216, tiie. t;wo counter propagating 
light beams 1213 , and 12 11. . mix and produce an amplitude 
modulated . signal 1237 . : that. . is directed to the output 
detector 1239- and whose content is largely second and higher 
order even harmonics of the sinusoidal drive signal 1231 
15.. applied, to .the phase -modulatpr. .. ,1227. . s When, a frequency 
- dependent environmental , signal hits , the Sagnac loop 1216 , 
the r amplitude modulated signal,. 1237 will... contain first 
harmonics of the, drive signal, i;: 1231 t ; of. r the phase modulator 
■ 1227v The- amplitude, of. the first ,( and higher ,.,order. odd) 
20 - harmonic ..will ; be ,.. proportional to ? /the . .. amplitude of the 
environmental i effect ,.and- ., •its- ., location and 1 ..the resultant 
; electrical ; . signal ■. output -12,41 of,. the : detector f 123? is 
synchronously demodulated alt; : . the , drive, frequency of the 
sinusoidal oscillator , 122? • • v • resulting output 12.43 of 
• 25 the .synchronous demodulator. 123 5 signal 
:. processor 1245.. The. second, Sagnac. loop .124 6 is supported by 
, -the. light . source c .1247 operating about a . center wavelength X 2 
..whose output is stabilized via the light source driver 
circuitry 1249.. The light source 12 4 7 . couples light into 
3 0 the -.fiber end -1251. The , resulting light, beam 12 53 
propagates through -,a polarization -.scrambler 1255 and is 
split* by a central, coupler 1257 into counter .propagating 
light beams 1259 and 1261. The counterclockwise propagating 
; light beam 1259 is cross-coupled by the wavelength division 
35 multiplexing elements 1219 and 1217. to a polarization 
scrambler 1263 . It then. is. cross-coupled by the wavelength 
division multiplexing, elements 1225 and 1223 . to a phase 
modulator .1265 and returns to the central coupler 1257. The 
clockwise propagating light beam 1261 traverses the Sagnac 
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loop 1246 via the elements 1265, 1223, 1225, 1263, 1217, and 
1219 before returning to - the central coupler 1257. An 
oscillator 1267 -applies a- sinusoidal output 1269 to the 
phase modulator 1265.-^ 'The action of the phase modulator 
5 12 65 in turn is used to induce, a sinusoidally varying phase 
shift between the counter propagating light beams 1259 and 
1261 for demodulation purposes. When the two beams 1259 and 
1261 recoinbine 'after circulating "through the Sagnac loop 
1246, they interfere with each other' and the resultant 
10 amplitude modulated signal 1271 is directed toward the 
output detector 1273. The output 1275 from the detector 
li273 is directed to the synchronous demodulator 1277 which 
in turn receives a ' sinusoidal drive* signail 1279 from the 
oscillator 12 67 for demodulation purposes; The resulting 
15 output 1281 is directed to the signal processor 1245, which 
uses' the inputs "1243 and 1281 to produce a location output 
*i2 83 and an amplitude - output: 1285. of the environmental 
: * "effect,'' s*;:- =. *' : •* ; \ : v . ■/ 

i This -techrcLqueniof Lusdng.. dynamic /biasing to implement a 

20 7 ^wavelength division : multiplexed ; Sagnac distributed sensor 
. may be : applied- > in analogous . f ashion to; all the- embodiments 
, / ' ; -. described in association .. with the 3 ; by 3 ^coupler approach 
: - using . passive - biasing ; (the . basic ^ system., described in 
association: .with Figure 13 : could be applied to the 
25 embodiments described- in .association ■ with the passive 
■ biasing . approach, as* well):., -«/As . an example, Figure 22 shows 
- -a :system 1290- with:, a wavelength division multiplexed Sagnac 
1 distributed-' sensor .using .-dynamic -biasing combined with a 
• -Sagnac secure-, f iber -optic, communication^ system. In system 
30 1290, a. the light source 1301, operating about a center 
wavelength X 2/ is used to. support a. Sagnac ; interferometer 
13 02 that uses a phase modulator 1303 to support secure data 
transmission and a second phase modulator 1305> to support 
the wavelength- division multiplexed Sagnac distributed 
35 sensor that is used to support an alarm for the system 1290. 
The almplitude modulated signals from the Sagnac loop 1304 
operating at wavelength Xj are directed to an output 
detector 13 07. This * detector 13 07 could consist of two 
separate detectors optimized for maximum sensitivity at the 
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secure data rate : and the^ alarm phase modulator operating 
frequency* .The output : ,13Q? , from the detector 1307, 
^optimized for alarm detection, is directed to a synchronous 
demodulator ..1311 and processed in a manner similar to that 
5 described in association with Figure 21.. The output 1313 
from the detector 13 07. is used rr tp. v reconstruct the data 
stream in a manner . similar .to .that. . described . above in 
association wijth the above described Sagnac secure fiber 
•optic communication systems.. It :; isk :( also. possible for the 
10 detector 13 07 to be compr ised , of ; a single detector with the 
signals 13 09 > and. 1313 being generated : thrpugh electronic 
filtering. : A second ^agnac lpop 1314,. is supported by a 
light source; -13 15 operating : about ,a center wavelength X 2 . 
Data is transmitted securely .via phase modulator 1317 and an 
15 alarm . signal is supported vi^ . phase .modulator t . ,1319, . The 
. ^ output signals i 13 23 -and r;f 13 2:5 : from -the synchronous 
demodulators 1321 and 1311 are fed into ap; output signal 
processor 1327 . ^ The physical! connections ;to transport these 
signals could be separate Klines; xor the output /could be sent 
20 ' securely via thencs^curfe - data transmission : links. The 
' location and*-" amplitude v> ^ i : the- -frequency ^ dependent 
' environmental ef f ect '1328 on: -the: secure line., can then be 
determined -at ] one end of -tjie communication" link and the 
information securely transmitted' to s ' the Mother "-end. nit is 
25 possible : to 'impress the alarm* signal on "theo phase -modulator 
13 03 ahd Eliminate ; ; the i second pha-se \mbdu;lator 13 05 . 
HoWeve* , Separate .modulators 13 03 and 13 05 are -advantageous 
because the oscillator 1329 . and synchronous, demodulator 1311 
can be. collocated with the dual modulator approach 
30 simplifying ' support electronic requirements . 

Thus there has been sho^n . and described novel Sagnac 
secure* fiber optic communication systems, supporting alarms, 
and distributed sensors which fulfill all the objects and 
advantages sought therefor. Many changes , modifications , 
35 variations, uses and applications of the subjept invention 
will J however will become , apparent to those skilled in the 
art .after, consideri^.,^ this specif ication ; and the 
accompanying drawings., t A^l such, changes, modifications, 
alterations and other uses and applications which do not 
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depart from the spirit and scope of the invention are deemed 
to be covered by the invention which is limited only by the 
claims which follow. .'fu.-.;;_; v -.. . 
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■ . " tea* 

. >f. -Cladms : 

1. A communication system including: 

a first fiber optic beamsplitter having: 
a first arm; 
5 a second arm; 

a third arm; and 
a fourth arm; 

a first light source that produces a first beam of 
light into said first arm, said first fiber optic 
10 beamsplitter splitting said first beam of light into 

second and third beams of light on said third and fourth 
arms respectively; 

a first optical pathway connecting said third arm to 
said fourth arm, said first optical pathway conducting 
15 said second and third beams of light from said third and 
fourth arms to said fourth and third arms respectively, 
said first optical pathway having: 
a center; 

a first optical phase modulator in said first optical 
20 pathway spaced from said center thereof; said first 
optical phase modulator having: 

an input for receiving a first information 
signal that said first optical phase modulator uses to 
phase modulate said second and third beams of light, 
25 whereby upon the return of said second and third beams of 
light to said first fiber optic beamsplitter, said second 
and third beams of light combine into an amplitude 
modulated fourth beam of light conducted on said second 
arm whose amplitude varies with said first information 

3 0 signal; and 

a first detector connected to receive said fourth 
beam of light from said second arm and to produce 
therefrom a first output signal representative of said 
first information signal, 

35 2. The communication system as defined in claim 1 

further including: 
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a polarization scrambler positioned between said 
first light source and said first arm to scramble the 
polarization of said first beam of light. 


3. The communication system as defined in claim 1 
5 further including: 

a polarization scrambler positioned in said first 
optical pathway to scramble the polarization of said 
second and third be'ams of light. 

4. The communication system- as defined in claim 1 
10 further including: 

a polarization' scrambler positioned between said' 
first light source and said first arm to scramble the 
polarization of siid first 'beam of light; ■" and 

at least one polarization scrambler positioned in 
15 r said first optical pathway to^ scramble the polarization of 
"said second and- tfeirtf beams -of light. ■* v - 

5. The communication system as defined in claim 1 
further A including: : * n.w :-v* :..-\ , 

a data formatter that provides the ' first information 
20 -signal to said first optical phase modulator input in 

bursts -spaced in time ^t least the twice the shortest time 
v it takes either the Second or third beam of "light to 

travel- from said first optical phase .modulator to said 

center; and ■ •* ::: i :.-.-~ t r.u -.r.;. -jr..:..- .= ? --- 
25 a data reformatter connected to receive: .said output 

signal representative of the first information signal from 

said first detector and* extract therefrom the first 

information signal. 

6. The communication system as defined in claim 5 
3 0 wherein said burst of first information signal phase 

modulated into said second beam of light travels to and 
clears said first fiber optic beamsplitter before said 
burst of - first information signal phase modulated into 
said third beam of light arrives at said first fiber optic 
35 beamsplitter so that each * burst of first information 
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signal is output from sai^. .detector twice,, said data 
reformatter including:.* j : v: . ^ . . 

means to compare the first information signals for 
errors and produce therefrom a verified output first 
5 information signal. 

7. The communication system as., define^ .in claim 6 
wherein said data reformatted includes,: , . 

means to produce an alarm signal upon finding 
predetermined number, of ..errors during t the comparison. 

10 8.. The communication system as defined in , claim 1 

further , including : r t ;: 

a data formatter that integrates the first 

information signal to said phase modulator input, the„ 

first information signal -being; -differentiated by. said, 
15 system to produce the f irst inf oCTiation ; signal ,at said 

first detector. 

9. The. communication system as -defined ; in, v claim 1 

. ■ - further- including: j v < > \.v j -J n \.? > -..v: : > 

a data .formatter that - inputs ,the -first information 
2 0 signal to said first optical phase. .modulator .input in the 
form of sawtppth pulses, ; ; the first information signal 
being differentiated to square wav^ ( pulses by , said system 
to produce the first information signal -at said .first 
detector 1 in; digital, form.; i 

2 5 10. The communication system as defined in claim 1 

wherein said first optical pathway is an . optical fiber 
pathway . 

,11. The communication system as defined in claim 1,-. 
.further including: 

3 0 v . a first light coupler positioned in t said first 

optical pathway, between said first fiber optic 
beamsplitter and said; first, optical phase modulator 
generally adjacent said first optical phase modulator that 
splits a portion of said third beam of light therefrom; 
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first intensity monitoring means connected to said 
first light coupler for- receiving the portion of said 
third beam of light arid producing an alarm output when the 
intensity of the portion of said third beam of light falls 
5 below a predetermined level; 

a second light coupler positioned in said first 
optical pathway between said first fiber optic 
beamsplitter and said center generally spaced from said 
center a siirtilar distance said first light coupler is 
10 spaced therefrom that splits a portion of said second beam 
of light therefrom^ f and 

second intensity monitoring means connected to said 
second* light coupler for receiving the portion of said 
• second beam of light and producing an alarm output when 
15 the intensity of the portion of said second beam of light 
falls below a predetermined level. . v - 

12. --The coraunicatioh 'system ;as defined in claim 11 
wherein said first intensity monitoring means has: 
.v. ^ a first -'intensity 'output* --and wherein said 

20;/ seconds intensity- monitor ing means has: ■ - - \ 

* : ; : : v a seconds-intensity ^output / - said communication 

system further including: : \ * 

intensity comparing means connected to receive said 
first and second intensity outputs from said first and 
25 second intensity monitoring means , 1 sadd intensity 

comparing means -producing an, alarm-output : when said first 
and second ? intensity 'outputs froitr said first arid- second 
intensity monitoring means have relative" variation above a 
predetermined level. 

3 0 13. The communication system as defined -in claim- 1 
further including: 

a pathlength changer positioned in said first optical 
pathway . 

.14. The communication system as defined in claim 13 
35 wherein said pathlength* .changer includes: 
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a random pathlength, generator positioned near said 
center, said random pa^lengt;h generator including: 
a piezoelectric cylinder; and 
an optical fiber wrapped around said : 
5 piezoelectric cylinder. 


15. The communication system. as defined in claim 14 
wherein said pathlength changer r includes: . 

control means, connected to said;. random pathlength 
generator and operatively connected to said first optical 
10 phase modulator to coordinate pathlength changes with 

transmission of the first information signals so that first 
information signal is nqt lost during a pathlength change. 

16. The communication ^system, as-, def ined . in claim 13 
wherein said pathlength changer includes: 

15 . . at least one ^optical ^ -switch; in . s?aid f irst .optical * 

pathway; and V: • i:,?: < }::.;^^::snx .!r±r:.i':r. r-.-. r..i -wr-l' 

at least one length -of nppfeicalv fiber connected to 
said optical ; switch . so, ^^osaidntopticalj switch can add 
M.andi . remove .said, rat . least one: Ifength.of optical fiber to 
20 said first optical pathway I LiiS^-r: ; «;v. . 

17 . - The. communication system:, as defined in claim 1 
further including:; • . r Ij.oS} - * * ... i ~ir: v-.' 

a . first light cpuplerr. positioned in said .first 
optical . pathway : near :said, center thereof ,: said f irst light 
25 coupler having:. x ■* < [ : 

a first coupler arm in said^first optical 
pathway facing said third arm of said first fiber optic 
beamsplitter; * • - . • ~ " 1 

a second coupler arm in said first optical 
30 pathway facing said first optical phase modulator; 

a third coupler arm; and 

a fourth coupler arm, said first light coupler 
splitting a portion of said second beam of light onto said 
fourth coupler arm and-a.cportion of said third beam of 
35 light onto said third coupler arm; 
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f ir-st intensity monitoring means connected to said 
third coupler arm for receiving the portion of said third 
beam of light and producing an alarm output when the 
intensity of the portibh of said third beam of light falls 
5 below a predetermined level; and 

second intensity monitoring means connected to said 
fourth coupler arm for receiving the portion of said 
second beam of light and producing an alarm output when 
the intensity of the portion of said second beam of light 
10 falls below a predetermined leVel. 

18. The communication system as defined in claim 17 
wherein said first intensity monitoring means has: 

a first intensity output, and wherein said 
second intensity monitoring means has: 

a secon <* intensity output, said communication 
system further including: " 

intensity comparing means connected to receive said 

f A rst a * d ®*? 0 *4-!^^ said first and 

second intensity monitoring means/ said intensity 
comparing means producing an alarm output when said first 
and second intensity outputs •from'said first and second 
intensity monitoring means have relative variation above a 
predetermined level. 

19. The communication system as defined in claim l 
25 further Including: 

a plurality of iirst' light couplers positioned in 
said first optical pathway between said first fiber optic 
beamsplitter and said first optical phase modulator 
generally adjacent said first optical phase modulator, 
3 0 each first light coupler splitting a portion of a 

different wavelength band from said third beam of light; 

a plurality of first intensity monitoring means, each 
connected to one of said plurality of first light couplers 
for receiving a portion of said third beam of' light and 
3 5 producing an alarm output when the intensity of the 

portion said third beam of light of the wavelength band 
falls below a predetermined" level; 
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a plurality of, second flight couplers positioned in 
said first optical p>ath^ay r! be^ye^n said first fiber optic 
beamsplitter and said center .generally spaced from said 
center a distance, similar to the distance said first light 
5 couplers are spaced therefrom,, each second flight coupler 
splitting a portion of a different wavelength band from 
said second beam of light; and . . - . v 

a plurality of second intensity mpnitoring means, 
each connected to said plurality of second li^ht couplers 
10 for receiving the portion of said second beam of light and 
producing an , alarm output when the intensity of the 
portion of said second beam of light of the wavelength 
band falls below a predetermined level. 

20. The communication system as defined in claim 19 
15 wherein each of said plurality of said first intensity 

monitoring means has: _, r:w ^ , . . . r 

' " " \ a first intensity^ output , and wherein each of 

said plurality of said second intensity means 

20 ^ V .'a, second intensity ovjtput, said coiimunication 

system further including: ^ , t) _ t ... t 

J a plurality of intensity pomparing means each 
connected to receive said first and second intensity 
outputs of a single wavelength band from one of said first 

25 and second intensity monitoring means, s^id each of said 
intensity comparing means producing an alarm output when 
said first and second intensity outputs from said 
connected first and second intensity monitoring means have 
relative variation above a predetermined level . 

3 0 21. The communication system as defined in claim 1 

further including: 

a first dispersive tap positioned in said first 

optical pathway between said first fiber optic 

beamsplitter and said first optical phase modulator . 
35 generally adjacent said phase modulator splitt;irig. a 

portion of said third beam of light into different 

wavelength bands; 
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first intensity monitoring means including: 

a first SeT.exrop array for receiving the- 
different wavelength bands of the portion of said third 
beam of light - and producing, an alarm output when the 
5 intensity of the portion said third beam, of light of any 
of the wavelength' bands falls below a predetermined level; 

a second dispersive tap positioned in said first 
optical pathway between said first fiber optic 
beamsplitter and said center generally spaced from said 
10 center a similar distance said first dispersive tap is 

spaced therefrom splitting' a portion of said second beam 
of light into different wavelength bands; 

second intensity -monitoring means including: 

a second Serexrop array f or "receiving* the 
i5 different wavelength bands of the portion of said second 
beam of light and producing an - alarm output when the 
intensity of the portion said second beam of light of any 
of the- wave length "bands falls below a predetermined level. 


' 22 V ' The 1 coinmuni cation "system'-as^ def ined in claim 21 
20 wherein said f irst ' intensity -monitoring means 4 has: 

• ' ( ■""'•-•a plurality - of first 'intensity -outputs, and 
wherein 1 said' second- intensity monitoring means has : 

'a plurality ; 6f "second intensity outputs, said 
: communication ^ system- furthef: including: ;t 
25 - ; intensity cbmparirig" means each connected to receive 
J said pluralities : of first aErid second intensity outputs of 
•a single wavelength band ^from ' one of r said first and second 
intensity mLonitoririg means; said intensity comparing means 
comparing first and second intensity outputs from the same 
3 0 wavelength bands and producing an alarm output when said 
first and second intensity outputs from the same 
wavelength band have relative variation above a- 
predetermined level. 

23. The communication system as defined in claim 1 
35 further including: 

a signal generator producing low frequency output 
signals; : - 
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an alarm phase modulator positioned in said first 
optical pathway spacediifrom said center, thereof connected 
to receive said low frequency output., signals from said 
signal generator > whereby said alarm phase modulator 
5 impresses said low frequency , output signal on said second 
and third beams of light that appears on said amplitude 
modulated fourth beam - of lighter •> - . • - . . * 

filter means connected to >receive . said output signal 
representative .of said first information signal and 
10 extract said low frequency, output -signal therefrom; and 
synchronous demodulator means connected: to said low 
frequency output signals -from; said signal generator and 
said filter means. to produce, therefrom an alarm signal 
^when the . power level in ; said / fourth > beam of , light changes 
15 beyond a predetermined /amount . 

24 . The communication system- as : def ined t in claim 1 
further including: 
,.- , ; . . a signal generatpr^ output 
s igna Is ...and . connept ing ; a r . l,oy : f requency. ; outpiit ? ignal to 
20 said first optical. , phase- modula^ said first 

^optical phase- modulator ,, impresses,.. sa t ica r : low. f r^eqviency 

output signal : on said. secondhand third beams of light that 
appears on- said amplitude. .modulated . fourth -beam of light; 
.. filter -.means connected- tp (ii receive, ( said output signal 
25 representative ... of . said £irst infpirmat ion,, signal and 

-extract; said ^ low, frequency- pu^p^fr signal theref rom; and 

synchronous demodulator^ means connected to said low 
; frequency „output . signals from said signal generator and 
said .filter means to produce therefrom an alarm signal 
3 0 when the power level in said fourth beam of light changes 
beyond a predetermined amount,. 

25- The communication system as defined in claim 1 
further including: 

a second fiber optic beamsplitter, having: 
35 a fifth arm; : -: , . - 

a sixth arm; 
a seventh arm; and 
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an eighth arm; 
a second light source that produces a fifth beam of 
light at a center wavelength different from said first 
beam of light into said' fifth arin, said second fiber optic 
5 beamsplitter' splitting said fifth beam of light into sixth 
and seventh beams of light oh said sixth and seventh arms 
respectively; 

a first wavelength division multiplexing beamsplitter 
connecting said' sixth arm to said first optical pathway 
10 between said center thereof and said first fiber optic 
beamsplitter;' ' ~ * 

a second wavelength division multiplexing 
beamsplitter connecting said seventh arm to said first 
optical pathway betweeri^said first bptickl phase modulator 
15 and said first fiber optic beamsplitter; 

a third wavelength division 1 multiplexing beamsplitter 
connected to said first optical ' pathway between said first 
. Vavelengttt ,r 'dTvi^^ort : -miiltipl-exing -beamsplitter and said 
first fiber "dpt±d ''Warii^piftter^;- r- : 
20 a fourth W^vWijein^tll ^ division Multiplexing : : 

beamsplitter connected to said first optical pathway 
between ^ai^ ; second'w^elehgth division multiplexing 
beamsplitter and said first fiber bp tic beamsplitter, said 
third arid fourth wav^l4ngth division multiplexing 
25*" beamspTittiers bei'ri^ cohri^cted together, and said second 
fiber optic beamsplitter/ sdid fi^t/ second/ third, and 
fourth wavelength division multiplexing beamsplitters and 
connecting" portions bf "said first optical pathway forming 
a second optical pathway, said second optical pathway 
30 having: 

a second center positioned between said third 
and fourth wavelength - division multiplexing beamsplitters, 
said second optical pathway conducting said sixth and 
seventh beams" of light from said sixth and seventh arms to 
3 5 said seventh and sixth arms respectively; 

a second optical phase modulator in said second 
optical pathway spaced from said sehohd center thereof ; 
said second optical phase modulator having: 
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an input for receiving a second information 
signal that said second optical phase modulator uses to 
phase modulate said sixth and seventh beams of light, 
whereby upon the return of said sixth and seventh beams of 
5 light to said second fiber optic beamsplitter, said sixth 
and seventh beams of light combine into an amplitude 
modulated eighth beam of light cpiiducted on said eighth 
arm. whose amplitude varies witl> said second information 

signal;„.and ; ;~ . 

10 a second detector connected to receive said eighth 

beam of light from said .eighth, a^ , and to produce 
therefrom a second output signal representative, of said 
second, information signal. .. . . .. 

26. .The communication system as defined in claim 2 5 

15 further , including: . — --^ t 

, a polarization scr airier, c ^ said 
second light source ,and {: ^i^,f if th, |tr?i to scramble the 
polar iza.tipn^f said ; f ifcth., J?e^m ..of ..lighjt-. 

.27- -The; communication system ..,as defined , in .claim 25 

20, . further including: :\; t ]/: .vs.:: -v * ; " 

a polarization scrambler s pos x% ioned, in. sai^i second 
optical pathway to scramble, the . pol,arizatip^ . of . said sixth 
and seventh beams , of. .lights -rrkrc- 


.28.'. The^ communication system a>s defined, ±n cXaim 25 
25 .further including: 

a first polarization scrambler positioned between 
said second light source and said fifth arm to scramble 
/the polarisation of said fifth beam, of light; and 

at least one other polarization scrambler positioned 
^30 in said second optical pathway tp scramble the 

polarization of said sixth and seventh beams of light. 

29. The communication system as defined in claim 25 
wherein said first optical pathway has: 

first and second opposite sides, said 
35 communication system -further including: 
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a first Sagnac interferometer distributed fiber optic 
sensor facing said first 5 side; 

a second Sagnac interferometer .distributed fiber 
optic sensor facing said^ second side ; and 
5 a signal processor connected to said first and second 

Sagnac interferometer distributed fiber optic sensors to 
calculate the amplitude and position of any frequency 
dependent environmental effect that occurs between said 
first side and said second side. 

10' 30. The cbmmuni cation system as defined in claim 29 

wherein said first Sagnac interferometer distributed fiber 

optic sensor includes: 

a first length of optical fiber positioned in one of 
said second and third arms of said f irst ■ fiber optic 
15 "beamsplitter whereby said one of said second and third 

arms of : said first fiber optic- beamsplitter is optically 
• " lohger than -the-btherv^" ' ' ■ ^ :T 


T31. The : commuria as defined in claim 30 

further including: 
' :20 ' * sWohd lengt:h : : of /bptica 1 ! fiber positioned in one of 

- * ; said fifth an^ "sixth arms of " said second fiber " optic 

beamsplitter whereby ^kaid one bf said fifth and sixth arms 
of said-' sebond* f ib<ar optic • beamsplitter is optically 
j • ''longer tha*r ther othbr : r ' : : ^ : — - ^ s - 

25 32. The communication system as defined in claim 31 

wherein said first and second lengths of optical fiber are 
essentially the samei length. 

-33. The-communieation system 1 as defined in claim 29 
further including : : . ■ 

30 a first relatively low frequency phase shifter 

positioned in one of said second and third arms of said 
first fiber optic beamsplitter; and 

a second relatively low frequency phase shifter 
positioned in one of said-fifth and sixth arms' of said 
35 second fiber-optic beamsplitter. 
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34. . The communication, system as defined in. claim 33 
further, including: \ 

a first oscillator producing a relatively low 
frequency output and driving said. first relatively low 
5 frequency phase shifter therewith; 

a second oscillator producing a relatively low 
frequency output and. driving said second relatively low 
frequency phase shifter therewith, wherein said signal 
processor includes: 
10 , a first t synchronous: demodulator connected to 

receive said relatively low. frequency output from said 
first oscillator and connected . M to receive said first 
output signal from said ,f irst detector, to demodulate 
sensor information out of ( ^ a id , first output signal; 
15 a second- synchronpusj ^demodulator; connected ,to 

receive , said relatively low f requency, output from said 
second oscillator and connected? <to,, receiye ^said; second 
output signal from said second detector to demodulate 
.sensor; information putr of rsai^-rsecp^ signal. 

. 20 . 3,5. The communf catipn r syst^m as :> <ief ined^ in claim .29 

, wherein said , .f irst . and , second detectors e^oh include : 

a high f requetncy ,po^t^n /: £pr ^et^pting; said first and 
second inf ormation signals-^e&pe.ctiyely an<?. ; . 

a low frequency portion fo^ ; detecting environmental 
25 effects along common portions of said first and second 
. optical pathways.. ; . 

36. The communication system as defined in claim 33 
further including: 

a; first oscillator producing a relatively low 
30 frequency output and driving said first relatively low 
frequency phase shifter therewith; 

a second oscillator producing a relatively. low 
frequency output and driving said second relatively low 
frequency phase shifter therewith, wherein said first and 
35 second detectors each haye: - ^ 
a high frequency portion for producing 
information outputs i and 
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a low frequency portion that produces said 
sensor outputs, and Wherein said signal processor 
includes: f v ^c . /, 

a first synchronous demodulator connected to 
5 receive said relatively low frequency output from said 
first oscillator and connected to receive said first 
sensor output from said first detector to demodulate said 
first- sensor' output ; • ~ 

a second synchronous demodulator connected to 
10 receive said -relatively low frequency output from said 
second oscillator and connected to receive said second 
sensor output from said second detector to demodulate said 
second sensor output i - 

37. The communication system as defined in claim l 
15 further including: > 

' ; a second- optical phase 'modulator ; positioned in said 
first optical v pafthWaV ; ; J - 
" * ' ; a second- fiber-optic -beamsplitter having: 
' : ' r ' ' * - ' " ; a-f Ifth^-arm^^- • - v ^ ■ v-: 

:v: 20- ' "° - '-a- sixth;'Wrm : ;-i«^ i; — • • "v "..*"... ; ;.:«? 

- ' - r - ; ->-a' -sSvelfith"- : Snri; "and • - s " - *■:? .- ■ / ;:• ± ; > 

1: an feighth-ariri; s r \ 

a- third -f iber optic: beamsplitter having:- 
• a -ninth -arm 1 ;-- — ■ y-r 
' 25 x ^ V: v^ a tenth arm;- - ■ ^ ■• •a 

:< r ; ^ • ; an- eleventh' -arm; arid < : - ^ 
' ' : ' 4 - ■ * • a- twelfth^airm;- : ■* ^ ■ ~ : t ■- :\ /..:/ >\- = 

a second light source that produces' a fifth beam of 
light into said fifth arm at a center wavelength different 
30 from said first beam of light, said second fiber optic 

beamsplitter splitting said fifth beam of light into sixth 
and seventh beams of light on said sixth and seventh arms 
respectively; ; 

first and second optical switches connecting said 
35 sixth and seventh arms, to said first optical pathway on 
opposite sides of said first optical phase modulator; 
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third and fourth optical switches connected to said 
first optical pathway on opposite sides of said, first 
fiber optic beamsplitter; - 

- a third optical phase modulator positioned off of 
5 said first optical pathway between said third and fourth 
optical switches, said third and fourth optical switches 
being connected together by said. third optical phase 

modulator; . ... v:: 

a third light source that produces a ninth beam of 

10 light into said ninth . arm at ,a center -wavelength different 
from said first ; and fifth beams r pf light/ said third fiber 
optic beamsplitter splitting said ninth beam of light into 
tenth and eleventh beams of light on said tenth and 
eleventh arms respectively; r . — 

15 fifth and sixth optical switches connected to said 

first . optical- pathway: on opposite^ s ides , of- said second 
optical phase modulator, said-second fiber optic 
beamsplitter > said - = first ,K : ,second;,t third,, fourth, fifth, 
and sixth optical switches ,r, -said, second and third optical 

20 phase modulators and connecting -port ions of said first 
optical pathway forming : a .-second voptical pathway that 
conducts said sixth and ; seventh-beams. , of light from said 
sixth and seventh arms to - said, seventh; and, sixth arms 
respectively to form an eighth beam > L of light on said 

25 eighth arm, and said third ;f iber». optic beamsplitter , said 
first, second, third, fourth, fifth,: and sixth optical 
switches, said first and third; optical phase modulators 
and connecting portions of said first optical pathway 
forming a third optical pathway that conducts said tenth 

3 0 and eleventh beams of . light .from said tenth and eleventh 
arms to .said eleventh and tenth arms respectively to form 
-an .twelfth beam of light on said : , twelfth arm, said second 
optical phase modulator having: 
an input for receiving a second information 

35 signal , that said second optical phase ^modulator uses to 
- phase modulate said second and third beams of light and 
said sixth and seventh beams of light, whereby upon the 
return of said sixth and seventh beams of light to said 
second fiber optic beamsplitter , said sixth and seventh 
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beams of light combine into an amplitude modulated eighth 
beam of light conducted' oh said eighth arm whose amplitude 
varies with said second information signal, and said 
fourth beam of light has amplitudes that vary with said 
5 second information signal; 

a second detector connected to receive said eighth 
beam of light from said eighth arm and to produce 
therefrom a second output signal representative of said 
first and second information signals, said third optical 
10 phase modulator having: 

an input for receiving 'a third information 
signal that said third optical phase modulator uses to 
phase modulate said sixth arid seventh arid said tenth and 
eleventh beams of light, whereby upon the return of said 
15 tenth and eleventh beams of light to said third fiber 

optic beamsplitter 1 , saiid tenth arid eleventh beams of light 
combine into an amplitude modulated' twelfth beam of light 
conducted on said' twelfth arm whose amplitude varies with 
said third information signal, and wherein said eighth 
20 beam of light has amplitudes that vary with said third 
1 ' " information signal; arid 1 v - 

a third dfetefctar Connected to receive said twelfth 
beam of light from said 'twelfth and to produce 

therefrom a third '-output signal representative of said 
25 second and third information signals, said first output 
' signal being 1 representative 'of said first and third 
'"'■* "information- signals. ; ? - :vn r - • 5 — ■-- '■' 

38. The communication system as defined- in claim 37 
further including: - ■ ~ * 

3 0 means to coordinate said first, second- and third 

optical phase modulators so that only one modulates the 
light beams passing through said system at a time. 

39. The communication system as defined in claim 37 
further including: 

35 means to coordinate said first, second, third, 

fourth, fifth, and sixth ^optical switches so that only one 
optical pathway from a' 'fiBer optic beamsplitter through at 
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least two optical phase modulators and back to said fiber 
optic beamsplitter is t established at a time. 

40. The communication system as defined in claim 1 

further including: 

a first optical repeater located a predetermined 
distance from, said, first fiber ojptic beamsplitter between 
said center and said third .arm. 

41. The communication system as .defined in claim 37 
further including: . , . ... , • ^ 

a siecond. optical repeater located a similar 
predetermined distance from said first fiber optic 
- beamsplitter as said first optical- repeater between said 
. center ..and said fourth arm, wherein s^ id first and second 
. optical , repeaters each ^include: r . :i * ...I ; - . 
15 . a fiber amplifier p.osi^ optical 

pathway; . . : :.,,v..r* ;>icL* s rv-:*Y ,■ -r- j-.j 

. , a .pump l,aser,- driver,;. f ,. f:) , »•/..•:*. . :r - ; 

a pump laser driven. by said pump las^r ^driver, which 
is . connected thereto te> . c prqd l UQe # . j a r ,lft.s^ light output;, and 

an amplifier optical^ cqupl^r cppnectin^ said laser 
light output to said, .f itfe^ : ,amplif ier.. ^ i: . lV 


42 . ..■ The communication ^system ^as. def ined ( in . .claim 41 
wherein said first and second optical,, repeaters each 
further include: 

.25 ...a- first tap in said first optical, pathway to split a 

portion of light amplified by said fiber amplifier in a 
first direction; 

a first, amplifier detector connected to receive the 
portion of light split by said first tap and to produce 
30 therefrom a first control signal to said pump laser 

driver; , 

a second tap in said first optical pathway to split a 
portion of light amplified .^y said fiber amplifier in a 
direction opposite, to .said first direction; and 
35 a second amplifier detector connected to receive the 

portion of light split by said second tap and to produce 
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therefrom a second control signal to said pump laser 
driver. * ' ' - > '"- : ' ' • ■ 

43. The communication system as defined in claim 1 
further including:- 

5 an intruder alarm subsystem including: 

a first and second Sagnac interferometer 
distributed l faber optic sensors positioned to face 
opposite directions to' sense environmental effects 
indicative of an intruder from opposite directions over at 
10 least one pbrtion of said first optical pathway. 

44. The communication system as defined in claim 43 
wherein said : first optical pathway. has: « ' 

first and second opposite sides, and wherein said 
first Saghac -interferometer, distributed, fiber optic, sensor 
. includes ^-yv . -•> ; -;y ... : - ^ 

*' -a- first -^^fispr -central . beamsplitter .at least having: 
- " ; first, -'second >p. 'third, .and fourth* sensor arms; 
u. v-.f a 5 first v -sensor flight source .feeding; a first sensor 

light beam into said ^f irst sensor arm^ i which, f irst sensor 
-2 0 ' light fisaiJisispldt by ; said^ first -sensor central 
? i beamsplitter- into second and third sensor light beams 
• : - traveling. -on -said second l and third ^sens.or arms 
respectively; -a r-r:.; ,- - oi. ...... ,.; 

. ~o ' first means- couplings said .second and third sensor 

25 light beams from said second and third sensor arms into 
' : and out- of said first optical pathway : at said first side 
thereof for. traverse, through at least a predetermined 
portion of said first optical pathway to be secured by 
said - intruder alarm subsystem; ■ . - ♦ 

30 second means coupling said second and third sensor 

light beams out. of and*, into said first optical > pathway at 
said second side thereof said second and third light 
1 beams recombining on said, first sensor central 

beamsplitter ; to form a fourth sensor light beam on said 
35 fourth sensor arm; 

a first detector: positioned to; receive said fourth 
light beam from said fourth sensor arm and produce 

SUBSTITUTE SHEET 


WO 94/06224 PCI7US93/07813 

57 

therefrom a first sensor output whose intensity is an 
indication of the position and amount of disturbance in 
said predetermined, portion, of said first optical pathway 
to be secured by said intruder, alarm subsystem, and 
5 wherein said second Sagnac interferometer distributed 
fiber optic sensor includes: 

a second sensor central -beamsplitter at least having: 

fifth, sixth, seventh,, and. eighth sensor arms; 
a second sensor light source feeding a fifth sensor 
10 light beam. : into said fifth, sensor, .arja, which fifth, sensor 
light beam is split by said second sensor central 
beamsplitter into sixth and seventh, .sensor light beams 
traveling ,on« said sixth , and, seventh sensor arms 
■•.respectively;. ..i:..---.:. 
. . . is ■ . third means coupling, .said-sixth . and : seventh sensor 

light beams from said sixth and seventh sensor arms into 
and out --of' .'sa'id •. first . -opti^atcsw^wa-XHafe sjaid second side 
thereof for traverse thrdjughi at , least a predetermined 

. . portion rof - said . f irst optica lcpa;thway to. be secured by 
20- -~ said* intruder: alarm:. subsystem he >: .j.-si- ir: . . :." J ". 

: fourth means r.coupling;:saidc:sixth; and- seventh ..sensor 
light beams out of and into &aid< :f ir.st -;optical pathway at 
said first side thereof ,> - said sixth ) and .seventh light 
beams recombining on' said second sensor rcentral 
25 beamsplitter to form areighth: sensor light beam on said 

eighth ' sensor- arm ; '■'i^w - '■■ -' : ■ 

a second' 1 detector 'positioned to receive said eighth 

light beam -'from said eighth -sensor, arm and produce 
• therefrom a second sensor output whose intensity is an 
3 0 indication of the position and amount of . disturbance in 
said predetermined portion of said first optical pathway 
. to be secured by said intruder alarm subsystem; and 

a signal processor, connected to said first and second 
sensor outputs to produce therefrom a position output and 
3 5 a amplitude output indicative of the position- and 

amplitude of any disturbance in said first optical pathway 
secured by said intruders alarm subsystem. 
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45. The communication system as defined in claim 44 
wherein first and second sensor light sources each 
include : 

intensity maintenance means associated therewith. 

5 46. The communication system as defined in claim 44 
further including: 

a first" length of optical fiber positioned in one of 
said second and third arms of said first sensor central 
beamsplitter whereby said one of said second and third 
10 arms of said first sensor central beamsplitter is 
optically longer than the other. 

47. The communication system as defined in claim 46 
further including: -* - 

a second length of optical fiber positioned in one of 
1 15 said fifth and -sixth' arins of : said' second sensor central 

beamsplitter wKiereby said' one of said fifth and sixth arms 
' of said second sensor Central beamsplitter is optically 
>l ; * longer than'^hW^^ -* ; 4 - - 

' 48.* The cdmintiiiicatiori claim 47 

" ' 20 'wherein sairi : ' J f irst! ; a!rid Second lengths of optical fiber are 
essentially the same length. 

- 49. i ' The cbininuriic'atibn l system as defined in claim 44 
further" including: u : " : - , - 

* a f irst relatively low frequency -phase'' shifter 
25 positioned in" one of said second and third arms of said 
first sensor central beamsplitter; arid 
' a second relatively low frequency phase shifter 
positioned in one of said fifth and sixth arms of said 
second sensor central beamsplitter . 

30 50. The communication system as defined in claim 49 
further including: - ! 

a first oscillator producing' a relatively low 
frequency output and driving said first relatively low 
frequency phase shift ei^ therewith; and : 
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a second oscillator producing a relatively low 
frequency output and driving said second relatively low 
frequency phase shifter therewith , wherein said signal 
processor includes: 
5 a first synchronous demodulator connected to 

receive said relatively low frequency j output from said 
first oscillator and connected to receive said first 
sensor output from said first detector to demodulate said 
first sens.or output; and r ....... v • - . 

10 a second synchronous demodulator connected to 

receive said relatively low frequency .output from said 
second oscillator and connected to receive said second 
sensor; output .from said second detector to demodulate said 
second sensor output* 

15 51. -The. communication system as., defined . in claim .43,. 
. wherein: said first optical v pa;tl>way -lias:. ;o; .,, ^ 

f irst ,and . ..second : opppslte sidjes f ~ and : wherein said 
first Sagnac interferometer ^distributed, fiber optic sensor 
includes: 

20.. ..a first senior .ceinl;^^ ^amspiitter, at least having: 

„ first, second, ..third,, fourth., apia. fifth .sensor 

arms; _ ~ i r . - I • 

a first sensor light source feeding a first sensor 
lig;ht beam, into said,, first .sensor ,arm ff ..which ..first sensor 

25 light beam is split by said f irst, , sensor. ^ cental 

beamsplitter., into second r and third sensor light beams 
traveling on said secondhand third sensor arms 
respectively;. .,- ■ 

first means coupling said , second and third sensor 

30 light beams from said second apd third sensor arms into 
and out of said first optical pathway, at said first side 
thereof for traverse through at least a predetermined 
portion of said first optical pathway to be secured by 
said intruder alarm subsystem; t , 

35, second means coupling said second and third sensor 

light bejams out of ai?<i into . said first optical pathway at 
said second side thereof said second and third light 
beams recombining on said first sensor central 
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beamsplitter to form a fourth sensor light beam on said 
fourth sensor arm and aT fifth sensor light beam on said 
fifth sensor arm; ' 

a first detector positioned to receive said fourth 
5 light beam from said fourth sensor arm and produce 

. therefrom a first output "whose intensity is an indication 
; of the position and amount of disturbance in said 
predetermined portion of said first optical pathway to be 
secured by said intruder alarm subsystem; 
10 a second detector positioned to receive said fifth 

light beam from, said fifth sensor arm and produce 
therefrom a second output whose intensity is an indication 
of the position and amount of disturbance" In. said 
r . predetermined portion of said first optical pathway to be 
15 . secured by said intruder alarm subsystem, and wherein said 
second Sagnac interferometer distributed fiber optic 
sensor includes: 

a second sensor central beamsplitter at least having: 
..sixth, seventh, eighth, ninth, and tenth sensor 

v.,-20 arms.; 

a second sensor light source feeding 'a sixth sensor 
- . % : light )Deam into said sixth sensor arm, which" sixth sensor 
light beam is split by said second sensor central 
.beamsplitter into seventh and eighth sensor light beams 
-25 traveling on said seventh and eighth sensor arms 
^respectively;. 

... ■ r . . third means coupling said seventh ' " and eighth sensor 

light beams from said seventh and eighth' sensor arms into 
and out of said first optical pathway at said second side 
3 0 thereof for traverse through at least ~*a predetermined 
portion of said first optical pathway to be secured by 
said intruder alarm subsystem; 

fourth .means coupling said" seventh and eighth sensor 
. light beams out of and into said first optical pathway at 
35 said first side thereof, said seventh and eighth light 
beams recombining on said second sensor central 
beamsplitter to form a'" ninth sensor light beam on said 
ninth sensor arm and a tenth sensor light beam on said 
tenth sensor arm; 
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a third detector .positioned to receive said ninth 
light beam from said ninth" sensor arm and produce 
therefrom a third output, whose intensity is an indication 
of the position and amount of disturbance in said 
5 predetermined portion of said first optical pathway to be 
secured ..by said .intruder alarm subsystem; 

a fourth detector positioned to receive said tenth 
light beam from said . tenth sensor, arm and produce 
therefrom, a fourth ] output ' whose ^enfeity is an indication 
10 of the position and amount of" disturbance in said 

predetermined portion "of said first' optical pathway to be 
secured by said intruder alarm 'subsystem; and 

'. a signal, processor connected to said first, second, 
third, and fourth sensor outputs to produce therefrom a 
15 position output and a amplitude output _ iridicative of the 
position and amplitude of any disturbance in said first 
optical pathway secured by said^truder alarm subsystem. 

52. The communication system as defined in claim 51 
wherein .first, second , third , and fourth sensor light 

20 sources each include: . 

' ' 'intensity maintenance means associated therewith. 

53. The communication system as defined in claim 51 

further including: . ^ 

a first length of optical fiber positioned in one of 
25 . saU. second arid third "arms 'of said'first: sensor whereby 
. said one of said second and third arm's of said first 
sensor is optically longer than the other . 

54. The communication system as defined in claim 53 

further including: ... 
3 0 a second length 'of optical fiber positioned in one of 

said seventh and eighth arms of said second sensor whereby 
said one of said seventh and eighth arms of said second 
sensor is optically longer than the other. 


r-. 
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55. The communication system as defined in claim 54 
wherein said first and* second lengths of optical fiber are 
essentially the same ^Length. 


10 


56. The communication system as defined in claim 51 
further including: 

a first relatively low frequency phase shifter 
positioned in one of said second and third arms of said 
first sensor; : - 

a second' relatively low frequency phase shifter 
positioned in one of said seventh and eighth arms of said 
second sensor; 


15- 


20 


25 - 


30 


57. The communication system as defined in claim 56 
further including:- : ; , 

' a first oscillator producing a relatively low 
frequency 1 butpirt and driving said first' relatively low 
frequency phase"' shifter 'therewith:; and ' ^ 

a se'cond'-osci-^ l ow 
frequency output and driving said second relatively low 
frequency phase shifter said signal 

jprbbessor ihbludfeW: . ; 

a r xrst synchronous demodulator connected to 
receive said" irelatively low frequency output from said 
first oscillatbr krid' connected to rbbbive said first 
sensbf 1 output j from saidP first det^dtbr : to demodulate said 
first seirisdr output; and ' : ;--.?.;■ 

a "second synchronous demodulator connected to 
receive said relatively low frequency output from said 
second oscillator and connected to deceive said second 
sensor output from said second detector to demodulate said 
second sensor output.' 


35 


58. A secure communication system including: 
first optical transceiver ' means) 
second optical transceiver means; 
first and second optical fibers connected between 
said first and second* opt ica!! transceiver means; and 
a first intruder alarm subsystem including: 
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first and seqpnd-, distributed fiber optic sensors 
including first and. second .Sagnac interferometers) 
positioned to sense from opposite directions, the position 
and amplitude of environmental eff ects indicative of an 
5 intruder attempting to tap into said first: and second 
optical fibers^ - 

■ " • • . err.' <■-< l i; : •> ■ " '.. 

59. The secure communication system as defined in claim 
58 wherein said- first and second, optical transceiver means 
.include:- • -. . •: • 

10 third and fourth Sagnac interferometers.. 

60. The: secure communication system as. defined in claim 
58 wherein said first and second^ .optical, transceiver means 
are,, included in said .first; and second Sagnac 

... interferometers , . said f irst ,and. : second. , optical . transceiver 
15 means operating at- higher fre^enpies -than } said first and 
second, distributed^ fiber.joptic^ .sensor s. : 

, 61.. The, secmret.p.onoiiunijcat4pn, syj^egp as def ined in claim 
58 wherein the portions of sai.d_ ^ir ; st and second optical 
..fibers to be .secured by < said, f,irst r intruder alarm 
20 ...subsystem are in .a ; singlev|^r, jcalil^ r ,the ; portion of said 
first optical f iber , to.be.. s^c^ r )^ d f bv / f d f^ rs ^ intruder 
alarm subsystem. ,being • acou^^.qajUy. f .f^hanc^d.,^ and portion 
of said second optical f.iber i .tp rr b.e secured .by , said., .first 
.intruder alarm, subsystem being.. acoustically shielded. 

25 62. The secure .communication system, as defined in claim 
,58 wherein the portions of said first, and second optical 
fibers to be secured by said first intruder alarm 
subsystem are physically separated so that a particular 
environmental effect indicative of an intruder attempting 

3 0 to tap there into ..can occur only on one. of the optical 
fibers. 

63. The secure communication system as defined in claim 
58 wherein said f irst- distributed fiber optic sensor 
includes : 
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a first sensor central beamsplitter at least having: 

first, second, third, and fourth sensor . arms; 
a first sensor light source feeding a first sensor 
light beam into saicT "first sensor arm, which first sensor 
5 light beam is split by said first sensor' central 

beamsplitter into second and third sensor light beams 
traveling on said second and third sensor arms 
respectively; 

first means coupling said second and third sensor 
10 light beams frbiti sa:id second and third sensor arms into 
and out of said first and second optical fibers at said 
first side thereof for traverse through at least a 
predetermined portion* thereof to be secured by said first 
intruder aLlairm subsystem; 
15 second means coupling said second arid third sensor 

light beams out of and into said first arid Second optical 
fibers at said second side thereof, said second and third 
light beams recombining on said first sensor central 
beamsplitter to 'fofih' a fourth siensor 'light beam on said 
20 fourth sensor arm;' ~ * T " : '' ,w ' :u: - 

a 1 f irst * detector positioned ^ f ourth 

^ 1 ight beam*' £rom *saidf 1 fourth sbnsor arm and produce 

therefrom a f irst biitput whose : intensity is an indication 
of the position and amount of disturbance in said 
25 predetermined portion of said first and second optical 
" f ibers to be secured by 'said first intruder alarm 
subsystem, and wherein said second distributed fiber optic 
sensor includes: * ' ~ - — • *• 

a second sensor central beamsplitter at least having: 
30 fifth, sixth, seventh, arid ' eiighth : sensor arms; 

a second sensor iight sburcel feeding a fifth sensor 
light beam into said fifth sensor arm, which fifth sensor 
light beam 1 is split by said second sensor central 
beamsplitter into sixth and seventh sensor light beams 
35 traveling on said sixth and seventh sensor arms 
respectively; 

third' means coupling s^id sixth and seventh sensor 
light beams from said "sikth and seventh sensor arms into 
and out of said first arid'second optical fibers at said 
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second side thereof, for traverse through at least a 
predetermined portion pf said first and second optical 
fibers to be secured by. said first intruder alarm 
subsystem; . 

5 fourth means coupling said sixth and seventh sensor 

light beams out of and into said ^first and second optical 
fibers at said first side thereof , said sixth and seventh 
light beams recombining on said. second sensor central 
beamsplitter to form a eighth, sensor light beam on said 

10 eighth sensor arm;. . 

a second detector positioned to receive . said eighth 
light beam from said eighth, sensor . arm and .produce 
therefrom a second output ..vhose intensity is. an indication 
of the position ,and. amount of disturbance in said 

15 predetermined portion of said first and second optical 
.fibers to be secured by. said first intruder alarm 

... .subsystem; and ... . r _ , v ... • , r : . : ; r; -.,._, -• «. c\: ; " 

a signal, processor, connected to^said first, and second 
sensor outputs to produce therefrom a. position output and 
. 2 0 : . , a ampl itude , output indicative f of the position and 

. Samplitude of any ^disturbanqe in r/ said ( first . and second 
.. . optical. .fibers -seared .,b*y jftfi , first .intruder. . alarm ^ 
-. • .subsystem. ... ,V: -. r- « 


:!0 


• 64. The .secure communication, system as defined in claim 
25- 63 w^ereinithe\pprti9ns5. of. .f&i* f irst and . second optical 
fibers to be secured by said fir%t intruder alarm 
subsystem are in a single fiber ; cable, the portion of said 
. first optical fiber to be , secured' by said first intruder 
alarm subsystem being covered with an acoustic enhancing 
30 .coating, and portion of said second optical fiber to be 
secured by said first . intruder alarm subsystem being 
covered with acoustic shielding. 

65. The secure communication system as defined in claim 
63 wherein the portion of .said first and second optical 
35 fibers to be .secured by, said first intruder alarm 

subsystem . are physicailiy separated so that a particular 
environmental effect indicative of an intruder attempting 
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to tap there into can occur only on one of the optical 
fibers, 

66. The secure communication system as defined in claim 
58 wherein said first and second optical fibers have: 
5 first and second opposite sides, and wherein said 

first distributed fiber optic sensor includes: 

a first sensor central beamsplitter at least having: 
first, second, third, fourth, and fifth sensor 

arms ; 

10 a first sensor light source feeding a first sensor 

light beam into said first sensor arm, which first sensor 
light beam is split by said first sensor central 
beamsplitter into 1 second and third, sensor light beams 
traveling oh said second and third sensor arms 
15 respectively; 

first means coupling-said second and third sensor 
light beams ~ f rbm said seboiid and " third sensor - arms into 
and out "of said^'fiifst &nd second : optical fibers at said 
' first side therebf 'tot traverse through : at least a 
20^ predetermined portion of said first - and' second™ optical 
"fibers to be secured by saidHf iirst intruder ^al arm 
subsystem; v--;: 

second means coupling said second and third sensor 
"■" light ibeaiis out of and into said first arid second optical 
25 ' fibers at ; said second side thereof > said second and third 
! ' light beatn^ r eeombifiing oh said f irst sensor central 
beamsplitter to form "■ a : fourth sensor : light : beam on said 
fourth sensor arm and a* fifth sensor light - beam on said 
fifth sensor arm; 
3 0 a first detector positioned to receive said fourth 

light beam from said fourth sensor arm and" produce 
therefrom a first output whose intensity is an indication 
of the' position and amount of disturbance in said 
predetermined portion of said first and second optical 
35 fibers to be secured by said first intruder alarm 
subsystem; 

a second detector* •positioned to receive said fifth 
light beam from said fifth 'sensor arm- and produce 
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therefrom a second output whose intensity is an indication 
of the position and amount of disturbance in said 
predetermined portion. ..of. said first and second optical 
fibers to be secured by. said first intruder alarm 
5 subsystem, and wherein said second distributed fiber optic 
sensor includes : 

a second sensor central beamsplitter at least having.: 
sixth, seventh, eighth, ninth, and tenth sensor 

arms; 

10 a second sensor light source feeding a sixth sensor 

light beam into said sixth sensor a^m, ' which sixth sensor 
light .beam is split by said second sensor central 
beamsplitter into seventh, and eighth sensor light beams 
traveling on said seventh and eighth sensor, arms 

15 respectively; , • • . . 

. . - third means coupling said s>eventh.^and eighth sensor 
light beams from. ,said seyenth^and . eighth.. sensor arms into 
and out of. said first ang second.., optical ..fibers at said 
second^side. . thereof ..for.vtrayerse least a 

-20 predetermined portion.. of u said , fir s;t and .secpnd . optical 
■ fibers to>. be secured, by said fir intruder a?.arm 
subsystem; 

fourth-; means coupling, said seyen1th_and eighth sensor 
light beams-. out^of and into r said .fir.st ,and. ; . second optical 
25 fibers at ..said.f-ir,st .s^ide thereof.,, said, s.eyenth and. eighth 
... light? .beams recombining ,on, sa,id. 5 . second sensor, central 
beamsplitter ; ..,tofqrm -,a . -ninth sensor light beam on said 
ninth sensor arm and a tenth sensor, light beam on said 

tenth sensor arm; 

3 0 a third detector positioned to receive said ninth 

light beam from said ninth sensor arm and produce 
therefrom a third output whose intensity ,is an indication 
of the position and amount, of disturbance in said 
predetermined portion of. said, first and second optical 

35 fibers to be secured by said first intruder alarm 
subsystem; 

a fourth detector, positioned to receive said tenth 
light , beam. from said .tenth sensor arm and produce 
therefrom a fourth output whose intensity is an indication 
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of the position and amount of disturbance in said 
predetermined portion of said first and second optical 
fibers to be secured By 'said first intruder alarm 
subsystem; and 

5 a signal processor connected to said first, second, 

third, arid fourth sensor outputs to produce therefrom a 
position output and a amplitude output indicative of the . 
position and amplitude of any disturbance in said first 
and second optical fibers secured by said first intruder 
10 alarm subsystem. 

67. The secure communication system as defined in claim 
58 wherein first and second optical transceiver means 
include: .. . 

third *arid fourth Sagnac interferometers each having: 
15 ' Sagnac 1 loops, each Sagriac "loop of said third and 

f ourth ^tigrisd* interferometers having: 1 

' "phase shifter means therein connected to 
impress* data th£t T et°ihtbi 

68. The secure' 'coTTanuhicat ion- system as defined in claim 
20 67 'wherein * : sa\id' Sagnac loop ; of- at least said third Sagnac 

• ihterf erometeir r ihcliides : - ■ 

means to split ' a beam of light into at least two 
* beaiiis; of light that counter : propagate - about said Sagnac 
" - ibop of -said -third : Saghac interferometer; and . 
25 ! ' ;,; ;r: ih^atns "to "change ' the^ length of -said Sagnac loop of at 
least said ■ third " Saghac r interferometer positioned 
generally opposite to said means to split a beam of light. 

69. The secure communication system as defined in claim 
68 whierein said means to change the length of said Sagnac 

30 loop of at least- said third Sagnac interferometer include: 
control means connected to said means to change the 
length of said Sagnac loop of at least said third Sagnac 
interferometer to coordinate pathlength changes with the 
'transmission of the information over said system so that 
35 information is not lost during a pathlength change; 
a piezoelectric cylinder; ' 
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means to provide different voltages to said 
piezoelectric cylinder .connected to said control means; 
and 

an optical fiber that is part of said Sagnac loop of 
5 said third Sagnac interferometer wrapped around said 
piezoelectric cylinder. 

70. The secure communication sysjtem as defined in claim 
68 wherein said means to change the 4 length of said Sagnac 
loop of at least said third Sagnac interferometer further 

10 -include: . , ( 

control means connected to said means to change the 
length of said Sagnac loop of at least said third Sagnac 
interferometer . to cqordinate pathlength changes with 
transmission of the . information thereover so that 
15 information is .not . lpst., during pathlength , change ; r 
..... j} - .a variable pathlength qhanger; 

means to control the r ainoyrrk r -of , pathlength change said 
variable pathlength changer makes to said Sagnac loop of 
. v ,at least . said . t^ > 5 

20 : :< -; ... : at least one; optical switch : ,in P said, Sagnaq loop ; .of at 
least said third Sagnac : in^erf eirometer c adjacent said 
. variable pathlength , changer ; apd.. - 

at ; least one -length v of optical fiber cpnn^cted to 
said optical , switch so. that,, said ; optical switch can add 
25 and remove ..said at, least pne^^ength of , optical fiber to 
said* Sagnac loop /of at,, lea^st ,said thir£ Sagnac 
interferometer.. ■ . - M . ■ 

71. The secure communication system as defined in claim 
68 wherein said means to change the length of said Sagnac 
3 0 loop of at least said third Sagnac . interferometer include: 
control means connected to said means to change the 
length of said Sagnac loop of at least said third Sagnac 
interferometer to. cpordinate pathlength changes with 
transmission .of the infprmation thereover so that 
35 information, is not. lost during a pathlength change;, 

at least one optical switch in said Sagnac loop of at 
least said third Sagnac interferometer; and 
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at least one length of optical fiber connected to 
said optical switch so that said optical switch can add 
and remove said at least one length of optical fiber to 
said Sagnac loop of* at" least said third Sagnac 
5 interferometer. 

72. The secure communication system as defined in claim 
67 wherein at least said Sagnac loop of said third Sagnac 
interferometer includes: 

means to split a beam of light into at least two 
10 beams of light that counter propagate about said Sagnac 
loop of said third Sagnac interferometer; 

a first alarm tap connected thereto at a 
predetermined location from said means* to split a beam of 
light; 

15 first' alarm sensor means' to measure the intensity of 

any light tapped off said Sagnac loop of said third Sagnac 
interferometer by said first 1 alarm tap and produce an 
alarm output whenever the tapped light intensity is out of 
a predetermined 0 range; ' " r > - 

20 a second* alariu tap' cbhnected thereto at said 

predetermined location from said means to 'split a beam of 
light on the opposite side of said " Sagnac loop of said 
thirci Sagnac interferometer; and ; ■ 

second alarm sensor means to measure the intensity of 

25 ' any light tapped' bff said Sagnac loop of "said third Sagnac 
inter ferdmeter 1 by ! sctid second alarm -tap and ^produce an 
alarm output whenever the tapped ; light "intensity is out of 
a predetermined range. 1 

73. The secure communication System as defined in claim 
3 0 67 wherein at least said Sagnac - loop of said third Sagnac 

interferometer includes: 

means to 1 split a beam of light into at least two 
beams of light that counter propagate about said Sagnac 
loop of said third Sagnac interferometer ; 
35 a first aiairm tap connected thereto at a 

predetermined location from said means to split a beam of 
light; 
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.... • first alarm sensor ^means to measure the intensity of 
any. light tapped off said' sagnac loop of said third Sagnac 
interferometer by said first alarm tap and produce output 
therefrom; 

5 a second alarm tap connected thereto at said 

predetermined . location from said means to split a beam of 
light, on the opposite side of said Sagnac loop of said 
third Sagnac interferometer; and _ , 

second alarm sensor means _ to measure the intensity of 
10 any light tapped of f said Sagnac loop of said third sagnac 
interferometer by, said f irst alarTm'tajp and" produce output 

therefrom; and ; - ,. , , , ■;>■■■. ? r ,. 

comparison means, connected to. repeive said outputs 

from said first and second alarm sensor means to produce 
15. therefrom an alarm output: whenever^ saiLd outputs of said 

first and second alarm, sensor^ means, differ by more, than a 
. predetermined amount,., - 


74. The secure communication system" as defined in claim 
67 jWherein .at least,., .said.., ^Sagnac .loop of said third Sagnac 
20 interferometer : includes,: . • - f. .*,;.;<-- : : . v ■ 

. means to.; split: a beam ,^of . 4 ligh^ ..into at least two 
beams of light;. that .AOun^e ; r,- : p ; ropag^t^ .ab,out. said Sagnac 
. loop of said third sagnac. interferometer j 

. ; . . an alarm beamsplitter T cpnnec,ted thereto, at the 
25: . opposite; side .of t^e^Sagi^ac.Appp.^f. ,^ai4 * d Sagnac 
. . .interferometer from . said means, to split a beam of light, 
said alarm beamsplitter hav.ing:- t . 

first and second arms in said Sagnac loop of 
said third Sagnac interferometer;, and 
30 . third and fourth arms; 

first alarm sensor .means to measure the intensity of 
light on said third arm. and producing an alarm output 

therefrom; and, 

second alarm sensor means to measure the intensity of 
35 light on said third arm .and producing an alarm output 
therefrom.-. =<..;.••-. 
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75. The secure communication system as defined in claim 
67 wherein at least said Sagnac loop of said third Sagnac 
interferometer includes: < " 

means to split aE L bfeam of light into at least two 
5 beams of light that counter propagate about said Sagnac 
loop of said third Sagnac interferometer; 

at least bhe first alarm tap connected thereto at a 
predetermined location from said means to split a beam of 
light to tap off light in a narrow spectrum; 
10 first alarm sensor means to measure the intensity of 

any light tapped of f said Sagnac loop of said third Sagnac 
interferometer by said first alarm tap and produce an 
alarm output therefrom; 

at least one second alarm tap connected thereto at a 
15 ^predetermined location from said- means to split a beam of 
ligrht to tap off light' in a narrow spectrum; and 

second alarm sensor means to measure the intensity of 
any light tapped off said Sagnac loop of said third Sagnac 

interferometer "^ alarm tap and produce an 

20 alarm output ; t&ef^f fbm ; : ; ' r< *- 

76. The secure Communication system as defined in claim 
67 wherein £it leaist said Sagnac ' loop of said third Sagnac 
interferometer includes: - 

means to split: a' beam of light into at least two 
25 bieaitis of light that Counter propagate about -said Sagnac 
loop of said "third Sagriae "iriterf erom^ter ; 

at least orie f irst : 'disper s i vfe j alarm tap connected 
thereto at a predetermined location from said means to 
split a beam of light ^tb tap off light in separate narrow 
3 0 spectruras; v 

first alarm sensor means to measure the intensity of 
at least one spectrum of any light tapped off said Sagnac 
loop of said third Sagnac interferometer by said first 
dispersive alarm tap and produce a first alarm output 
3 5 therefrom ; 

at least one second dispersive alarm tap connected 
thereto at a predetermined location from said means to 
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split a beam of light, to ,£_ap off light in separate narrow 
spectrums; and : ; 

second alarm sensor means to measure the intensity of 
at least one spectrum of any light tapped off said Sagnac 
5 loop of said third Sagnac interferometer by said second 
dispersive alarm tap and produp<* a second alarm output 
therefrom. ; - ; . 

77. The secure » communicatipn ^system, as defined in claim 
67 wherein at least said third .S^gjoac interf erometer 

. 10 . includes: , - 

alarm sensor means to. measure the average intensity 
^of at least one spectrum of .any.Jight output of said third 
Sagnac interferometer .and £0 ; ppduce a alarm .output 
therefrom whenever said average intensity is out of a, 
15 .predetermined range. ., - n ^r^l" a 

78. The . secure comuni(^t^on, c pystem ; ,^s. def.ined in claim 
77 wherein at least said ; thi^d ^gn^c inter ferometer 
includes: 

• ....,>.. .a source , of a first ligiit .b^am;, 

.20 beamsplitter, means to, spJLft id r f irst, beam of light 

into at least second and ^ird, be^ms, of flight that counter 
propagate, about, said . ^agnac ..loop, of said^ third Sagnac 

* interferometer ,f 02^ ph£S.e ^ .shifting ^ sa^ .p^se shifter 
means before, return :to K .said beamspHtter.meaps for 

2 5 eombin ing into . a fourth - beam o f , v; l ight ; 

. means in said Sagnac .logp, of said third Sagnac 
..interferometer for impressing a relatively low frequency 
signal on said second and third light beams; and 

means for determining the average intensity of said 

3 0 relatively, low frequency, signal and to produce a alarm 

output therefrom whenever said average intensity is out of 
a predetermined range . 

79. The secure communication , system as defined in claim 
59 wherein said third Sagnac interferometer has: 
35 a first light source operating in a first spectral 

band, and said fourth Sagnac interferometer has: 
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a second light source operating in a second spectral 
band discrete from said first spectral band. 

80. The secure cbminuhibation system as defined in claim 
79 wherein said third and fourth Sagnac interferometers 
5 have: 

a first common leg; 
a second common leg; 

firist light amplifier means in said first common leg; 

and 

10 second light amplifier means in said second common 

leg. ' - 

"81 •' The secure communication system as defined in claim 

^8 wherein said first arid second Sagnac interferometers 

each have: 
15 a light source;' 

a 3 by 3 bbupfeif connected 'to receive light from said 

light source and : provide the light to said first and 

second optical fibers; 

bypass means to transmit light around said 3 by 3 
20 coupler bf '^aid ottter of said' first and second Sagnac 

interferometers so that the iight treturhs to said 3 by 3 

coupler; and 

a pair of detector positioned to receive the 

returning light arid"'to' produce first arid second intruder 
25 signals tfieiref rbm/' said 'secure ^ cbmmuriicatibri System 

including: >. ... 

computational means "connected to' receive said first 
and second intruder signals from skid first and second 
intruder signails to produce therefrom the location of an 
30 intruder. ' ! 

82 . The secure communication system as defined in claim 
81 wherein said first and second optical transceiver means 
include: 

third and fourth Sagnac interferometers each having: 
35 a communication^ light source producing a first 

communication light beam; ' v 
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means to split said first communication light beam 

^ • ;i i is-. 

into second and third communication light beams; 

means to couple said secondhand third communication 
light beams onto said first and second optical fibers; 
5 bypass means to transmit second and third 

communication light beams around said means to split of 
said other of said third and fourth Sagnac interferometers 
so that said secpnd and third commupip?^? 11 light beams 
return to said means to split; 
10 phase modulator means to impress information on said 

second and third communication light beams; and 

detector means positioned to receive said second and 
third communication light beams after their return to said 
means. to split to extract the information therefrom . 

15 83. The secure communication, system as defined in claim 
81 wherein said f irs.t . pptical . .f iber is acoustically 
enhanced and said r secpnd qptipa fijDer is acoustically 
shielded* . ..„ f .,. f -. v 


84,. The secure communicant ipr^ system, as, defined in claim 
20 81 wherein, said first optical fiber is physically spaced 
from said second optical fiber. 

85. The secure cprnmunication system as. def ined in claim 
8% wherein said first ^and second .opt ical fibers run 
adjacent two each other, saidi first and second distributed 
25 . fiber optic sensors each including: 

means to shift the length of one of said first and 
second optical fibers, with respect to the other positioned 
adjacent said 3 by 3 coupler. 

,86. A communication system including:, 
3 0 a Sagnac inter ferpmeter producing an interf erometric 

output and having: 

a Sagnac loop; 

a light source .that produces counter propagating 
light beams on said Sagnac loop; 
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an optical phase modulator remote from said 
light source and in said Sagnac loop for impressing 
information on saicL counter propagating light beams so 
that said information appears in said interf erometric 
5 output ; and 

an output light detector connected to receive 
said interf erometric output and to produce therefrom an 
output signal representative of said information. 
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